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ARTICLE INFO ABSTRACT

Keywords: Internet of Things (IoT) has become a pivotal technology for connecting various physical things or devices to the
loT internet. Despite the potential advantages, security in IoT network continues to be a major concern due to
RPL enormous volume of the data generated and transmitted. Since the devices in IoT are resource-constrained and
iani " heterogeneous, it is becoming harder to maintain security in routing protocols such as Routing Protocol for Low-
Nir;-s?ot;iarfgsmo de power and Lossy networks (RPL). RPL uses control packets for the construction of tree topology and it is prone to
Hash function various attacks such as flood, version, rank and so on. Rank attack leads to the formation of loop, increased
latency in packet delivery, energy depletion in nodes, decreased delivery ratio of packets and so on. Since the
impact of the rank attack is high on the network, a lightweight energy-efficient algorithm is needed for the
detection and isolation of rank attackers. The proposed Rank Attack Detection (RAD) algorithm uses a non-
cryptographic hash algorithm to preserve the integrity of control packets. It uses random sampling to reduce
energy consumption. Once the rank attacker is detected, an alarm is generated against the attackers. The alarm is
not a separate control packet; it is appended to the control message itself. The proposed algorithm is analysed
using different topologies by comparing it with the already existing algorithms in terms of control packet
overhead, delivery ratio, latency for delivery of data packets, accuracy and energy consumption. It achieves
better accuracy in grid-centered topology and the average energy consumption is reduced in random topology.

1. Introduction

IoT is a network of disparate devices or gadgets that communicate
with each other through internet without human intervention. The
significance of an IoT system is that it improves the quality of life by
delivering an appropriate solution or automated response to environ-
mental changes. It entails the deployment of a large number of Low
Power Lossy Networks (LLNs). The devices in LLN are low-powered with
minimal processing speed, inbuilt memory and have a tiny operating
system. The communication lines in LLN are sensitive to significant
packet loss. So, traditional communication technologies and devices are
restricted in IoT due to resource constraints. Therefore, communication,
networking and connectivity protocols are chosen based on the type of
IoT applications. The significant difference in LLN architecture is the
incorporation of adaptation layer between data link and network layer.
Both adaptation and network layers take care of routing. Traditional
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routing protocols are incompatible with LLNs [1,2]. To overcome this
problem, a series of protocols has been formulated [3,4] for LLNs. Fig. 1
depicts the protocol stack of one of the LLNs, namely 6LoWPAN.

RPL is a network layer source routing and distance vector protocol
that has been suggested and standardized by IETF [5]. It has grown in
popularity across scientific, academic and industrial communities [6].
This protocol arranges the nodes in Destination Oriented Directed
Acyclic Graphs (DODAGs) which are tree-like topologies and which use
control packets like DODAG Information Object (DIO), Destination
Advertisement Object (DAO) and DODAG Information Solicitation
(DIS). The process of DODAG construction begins from the DODAG root.
The root node broadcasts the DODAG information by transmitting DIO
messages. The nodes that receive the DIO, calculates its rank and per hop
routing metric in DODAG and replies with a DAO message (based on
DAO Trigger Sequence Number) to inform its participation. After veri-
fication, an entry (DODAG Parent, Next hop Interface, Path metrics
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Fig. 1. Protocol Stack of 6LoOWPAN.

value for each DODAG parent) for the confirmed node is created in the
routing table of DODAG root. So, it is not possible to generate
legitimate-looking consistent DAO messages by the attackers since the
valid metrics of the routing table will not be known. Then, the confir-
mation is intimated through DAO-ACK packet from the root node. After
that only a node can become a member of the DODAG and transmit the
packets. If DAO messages are not generated, DAO-ACK messages will not
be received. So, a node cannot become a member of a DODAG for
transmitting the messages.

The rank value in DIO message indicates the position of a node in
relation to the DODAG root as shown in Fig. 2

Rank value plays a vital role in all RPL operations. It is incremented
in the downward direction. RPL protocol assumes that all the nodes in
the DODAG are reliable (i.e. all the nodes are following the rules of RPL).
It does not provide any security mechanism to check the behavior of the
nodes [7]. Therefore, if a normal node is compromised, then it will turn
into an attacker. Normal nodes turn greedy by altering the rank value
(internal rank attackers) and influence the neighbor nodes to send the
message through them. So, an internal rank attacker gains the control
over the network [8]. This leads to the (i) formation of loops in routing
[91, (ii) inefficient construction of routes, (iii) decreased Packet Delivery
Ratio (PDR), (iv) increased generation of control packets and (v)
increased latency. So, there prevails an urge to address these attacks.

The default security modes included in RPL standard have been
investigated by a number of researchers. In [10], default security modes
has been included in the implementation of RPL and it is found that it
consumes more resources which are already a constraint in LLNs. So, the
main motivation of the proposed research is to detect and isolate
increased and decreased rank attackers in RPL based IoT by using
lightweight energy-efficient algorithm. To do so, a Rank Attack Detec-
tion (RAD) algorithm is proposed. The primary objective of this algo-
rithm is to guarantee reliable and secure data transfer across various
nodes in the broad and dispersed IoT networks. Thus, RAD develops
appropriate coordination among the normal nodes by isolating the rank
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Fig. 2. DODAG with Rank.
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attackers from DODAG.

Following research questions are addressed in the presented
research.

1. How can rank attacks be detected and an internal rank attacker be
identified in an energy-constraint network using non-cryptographic
hash function?

2. Is it possible to detect internal attackers without using any extra
control packet so that traffic overhead can be reduced in the network?

To address the first question, we propose an algorithm called RAD
which uses integer hash function over certain fields of DAO message to
detect the increased or decreased rank attack launched by internal rank
attackers but in most of the existing systems cryptographic hash is used
which consumes more energy.

To answer the next question, we have used the unused fields in the
DIO and DAO messages for detection of internal rank attackers. So, this
will not incur any additional control packets but most of the existing
attempts have used extra control packets for detection of internal rank
attackers. Our contributions in this paper are

Reducing the number of control packets by appending extra fields in
DAO and DIO messages

Proposing a non-cryptographic lightweight hash algorithm to pre-
serve the integrity of the control packets

Proposing a local alarm to conserve energy in the case of minor
impact caused by the attackers

Using random sampling to conserve the energy instead of checking
all the control packets

The remaining parts of the paper are organized as follow: Section 2
presents an overview of RPL and the recent literature reviews on the
countermeasures for rank attack. The details of the proposed algorithm
are given in Section 3. Simulation and its results are examined in Section
4. Section 5 focuses on the conclusion and future work.

2. Background
2.1. RPL

RPL optimizes the DODAG topology based on the specific goals of an
application. A set of DODAGs form an RPL instance. Many RPL instances
can exist in the network. Each instance in DODAG is based on a distinct
Objective Function (OF). Minimum Rank with Hysteresis (MRHOF) is
used in the current study to select the lowest-cost path to avoid the
frequent changes of the network. [6,11] have provided a detailed study
and comparative overview of standard RPL OF and research initiatives.

RPL operates in two modes: storing and non-storing [12]. In storing
mode, the routing information is stored in all the nodes. According to
RFC 6550, the intermediate nodes do not maintain the routing infor-
mation. The root node is the only node that maintains the routing in-
formation of its DODAG. If a node wants to transmit a packet to the
nodes not at one hop distance, then the packet is transmitted to the root
and reaches the destination via source routing. Thus, the root knows the
neighbours of nodes that are more than 1-hop away [13]. In the pro-
posed algorithm, non-storing mode of RPL is considered.

Modification of values in the control packets would result in a wide
range of security attacks. Based on the origin of attack, the attacks are
classified as (i) Topology based attacks and (ii) DAG inherited attacks
[14]. Rank attack is one of the DAG inherited attacks. The attackers
broadcast the DIO message with increased or decreased rank attack. A
small change in rank value alters the entire topology itself.

In increased rank attack, an attacker advertises an increased rank
value to influence its neighbor nodes to choose a different parent. As a
result, the child node in the sub-DODAG of an attacker searches for
another preferred parent, thereby an attacker pretends as if it has
invaded deeper in the DODAG. So, that the size of the parent set will be
increased [15]. The increased rank attack is described in Fig 3.
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Fig. 3. Increased Rank attacker.

In Fig. 3, a simple random DODAG topology with 9 nodes is
considered. Among the 9 nodes, R is the root node. The rank value of
node 6 is 3. Since it is a greedy malicious node, it has increased its rank
value from 3 to 4. Thus, node 6 has become an internal rank attacker
(Increased Rank attack). Therefore,

Step 1: Node 8 (Child node of an attacker (6)) cannot have node 6 as
its parent because the parent and the child cannot have same rank.
So, node 8 chooses node 5 as its preferred parent (This is not a
problem)

Step 2: The attacker node (6) pretends as if it has invaded deeper
than node 7

Step 3: Rank of attacker 6 is increased from 3 to 4. So, the attacker
node (6) receives the DIO message through nodes 3 and 7

Step 4: Attacker 6 responds with DAO messages for both DIOs
received through nodes 3 and 7

Step 5: Thus, node 3 and 7 become the parents of attacker 6 and the
Parent Set (PS) of the attacker (6) is increased from {R, 3} to {R, 3, 7}
Step 6: This leads to the formation of loop in DODAG topology which
is against the rule of RPL

Similarly, the decreased rank attackers are those who advertise the
decreased rank value in DIO messages. Since the rank value is decreased,
the node seems to appear closer to the root and most of the nodes choose
the attackers as their preferred parent to reach the root. The decrease
rank attack has greater impact because it draws more traffic than really
it should. It provides an opportunity to inspect, manipulate or drop the
control packets. Therefore the integrity of the control packets would be
compromised. Thus, this attack triggers various other attacks such as
eavesdropping and sinkhole attacks [16], thereby the freshness of the
routing information and the identity of the parents are lost.

In Fig. 4, a simple random topology with 8 nodes is considered.
Among the 8 nodes, node 4 is an attacker and its original rank is 3.

Step 1: Node 4 decreases its rank value to be 2 in DIO message and
transmits it to the nearby neighbours.

Step 2: The nearby neighbours assume that the node 4 is nearer to the
root and chooses it to be the preferred parent.

Step 3: All the messages from the sub DODAG of an attacker reaches
the root through it. Thus, this paves a way for various other attacks.
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Fig. 4. Decreased Rank attackers.

2.2. Related works

With the emerging advancements in IoT, an extensive research has
been carried out by the researchers to identify the solution for rank at-
tacks in RPL. The aim of the rank attackers is to convince the neighbor
nodes to become the preferred parent. After becoming a preferred
parent, the rank attackers would alter, discard or drop the packets that
flow through them. As a result, the entire throughput of the application
is decreased. A summary of the existing researches including threshold
based mechanism, trust based mechanism, cryptography and Intrusion
Detection Systems (IDS) is provided.

In [17], the Sink Based IDS (SBIDS), a centralised approach for the
detection of rank attackers in the non-storing mode of RPL, is proposed.
By default, the root node is assumed to be a trusted one in this approach.
Root node monitors the change in the rank values and defines the
threshold value for parent switching accordingly. AES-128 is deployed
for encryption. The downside of the proposed approach (SBIDS) is that it
consumes more energy. So, a lightweight non-cryptographic hash
function is used in the proposed algorithm to conserve energy.

In [18], a Secure RPL Routing Protocol (SRPL-RP) protocol is pro-
posed for the detection, mitigation and isolation of rank and version
attackers. This protocol deploys threshold value and attacks status table
for the detection of rank attackers. Based on the comparison of rank with
the threshold value, the attacker would be detected. The detected at-
tackers are isolated and blacklisted. The blacklisted attackers are not
included in the topology construction. Internal rank attackers are not
considered for the evaluation of the protocol, but this is addressed in the
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proposed algorithm. In [19], OF based on Echelon Metric is used. Rank
Check Algorithm (RCA) is proposed to check the validity of the adver-
tised rank. Echelon value is determined additively by the root node and
its associated parents. RCA algorithm makes it easier to detect the at-
tackers at the node level itself. The research gap identified is that no
alarm or alert is generated against the attackers to the reachable normal
nodes. If an alarm is generated, then the node that receives the DIO
message from the attackers need not process the DIO message. Based on
the consequences of the network, a local and/or global alarm is gener-
ated against the attackers in the proposed algorithm. Thereby the energy
consumption of the network is reduced.

In [20], the effects of resource and topology attack in RPL is inves-
tigated. Increased and decreased rank attacks are categorised under
resource based attacks. From the simulation result, it is inferred that all
the considered RPL attacks decrease PDR, increase end-to-end Delay
(E2ED) and power consumption. There is no mitigation or detection
mechanism addressed in this paper. The authors [21] proposed an
optimization algorithm for optimizing the routing paths and detection of
rank attackers. This algorithm prevents the attacker from being selected
as a preferred parent. Its limitation is that there is a problem of local
optima. Its parameters can be adjusted by Fuzzy System to avoid this
problem. The authors [22] proposed a design called SMTrust. The design
calculates the trust value based on the mobility of sink and sensor nodes.
The design is not implemented and so its effectiveness cannot be
evaluated.

The authors [23] have included Message Authentication Code (MAC)
in a DAO message to check the authentication of the nodes in the
network. To detect the increased and decreased rank attacks, this
mechanism incorporates the distributed module executed at all the
nodes and the centralised module executed at the root node. These
modules are executed to ensure that the rank values are not altered
illegally by the nodes in the DODAG. The mechanism consumes more
energy which is not appropriate for resource-constrained environments.
So, a lightweight algorithm is proposed in the present study to conserve
energy. S-MODEST is a security solution presented in [24] that more
correctly detects the attacker while consuming less resources. The au-
thors [9] have analysed the effects of decreased rank attack and pro-
posed a detection scheme based on Multi-layer Perceptron model.
Likewise, the authors [25] have used the Round Trip Time (RTT) of a
request to the server to detect the decreased rank attack. In [26], the
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authors have deployed Support Vector Machine classifier for classifying
the malicious behavior from the normal behavior. In [27], the authors
have proposed a technique for the detection of rank and sinkhole attack
in multi-sink DODAG topology. The paths that are not trusted are
blocked instead of isolating the malicious nodes. Since multi-paths are
considered, this leads to more energy consumption.

Already, an extensive review on the effects of the rank attacks and its
countermeasures are done by us in [28]. In the review, the counter-
measures are classified as Defense and IDS based mechanisms. Cryp-
tography, trust and threshold based mechanisms are grouped under
defense mechanism. Anomaly, Specification and Hybrid based solutions
are grouped under IDS. The proposed RAD algorithm comes under
cryptography based mechanism. To summarize, from the literature
survey it is understood that most of the existing works require more
computational power and do not use any light weight hash algorithm to
detect the presence of internal rank attackers. The concept of local alarm
and random sampling of inconsistent packets have not been discussed so
far. Research gaps of the existing attempts are presented in Table 1.
Table 1 presents a few of the most prominent available existing solutions
for RPL based IoT networks.

From the literature survey, it is understood that none of the existing
studies attempt to include all the parameters such as PDR, E2ED, control
packet overhead, energy consumption and accuracy. These parameters
play a vital role in evaluating the performance of the attack detection
algorithm. So, in the proposed study, all the parameters are considered
to evaluate the performance of RAD and it is the first of its kind. The
research gaps identified in Table 1 are also taken into account when
designing the proposed algorithm.

The proposed system uses a lightweight energy-efficient RAD algo-
rithm for the detection of the rank attackers. This algorithm detects and
isolates the rank attackers during the formation of DODAG. Only normal
nodes would be participating in the forwarding operations and the rank
attackers would be isolated from DODAG. In this way, security against
rank attackers can be guaranteed in RPL based IoT networks.

3. Proposed methodology
3.1. Basic idea on working of RAD

RAD algorithm alters DAO message by appending fields such as rank,

Table 1
Summary of Related works.
References Type of Defense Research Gaps Performance Metrics Validation Mobility
mechanism mechanism Tools

Bang et al., 2022 Threshold Echelon Only less number of nodes is considered for PDR, E2ED and Power consumption Cooja No
[19] Metric evaluation. Simulator

Hkiri et al., 2022 - Only the effects of the resources and topology =~ E2ED, PDR, throughput and power Cooja No
[20] attacks are analysed consumption Simulator

Seyfollahi et al., Trust based MFO-RPL Local optima problem due to MFO-RPL Packet loss, Rank Switching Ratio Real time No
2022 [21] mechanism and Convergence time analysis

Muzammal Trust SMTrust Not implemented and tested Attack detection and accuracy - Yes
et al.,2022 [22]

Shafique Cryptography SBIDS Increases power consumption and Accuracy and average power Cooja Yes
et al.,2021 [17] computational overhead consumption Simulator

Karmakar Cryptography LEADER Energy-intensive since HMAC-LOCHA is used ~ PDR, latency, energy consumption Cooja No
et al.,2021 [23] for MAC computation and detection latency Simulator

Almusaylim Threshold SRPL-RP Internal rank attackers are not considered Control message overhead, average Cooja Yes
et al.,2020 [18] energy consumption and accuracy Simulator

Choukri et al., Graph - Only the effects of various rank attacks are Average power consumption, ETX, Cooja No
2020 [9] analysed. No detection methods are proposed. packet loss and Beacon Interval Simulator

Kiran et al., 2020 Trust S-MODEST Mobility of the nodes and the internal rank Detection accuracy, energy Cooja No
[24] attackers are not considered consumption and throughput Simulator

Seth et al., 2020 Threshold RTT Internal rank attackers are not considered Accuracy Cooja No
[25] Simulator

Said et al.,2020 Anomaly based SVM IDS can be extended to detect anomalies in Energy and Power consumption and Cooja Yes
[26] IDS cloud based services also Anomaly detection rate Simulator

Igbal et al.,2020 Anomaly based - Multipath is used which increases the Detection rate, PDR and power Cooja No
[27] DS overhead in the network. consumption Simulator
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parent rank and hash value to detect the rank attackers. Upon receiving
a DAO message, the root node compares the values in these fields with
the values in the information table. If there is any mismatch between
these values, then an alarm is generated. The proposed algorithm is
elaborated in the following sections.

3.2. Modification of DAO message

In the proposed algorithm, the DAO message is used for detecting the
rank attackers by appending extra fields to it. Target and Transit In-
formation Options (TIO) in DAO message are also used for the detection
of the rank attackers. The format of DAO message with options is shown
in Fig. 5

Target option in DAO message is used for specifying the destination
node that has to be reached. The final destination should be the IP
address of the root node in non-storing mode. If the root node receives
the DAO message with Target option not set to the IP address of it, then
the root will discard the invalid DAO message. The above scenario oc-
curs when an internal rank attacker fails to set the Target option, but
reaches the root since the non-storing mode of RPL is considered. The
target option is followed by TIO. This option is used for specifying the
reachability of the destination and for extending the DAO message [29,
30]. Fig. 6 depicts the TIO option of the DAO message.

DAO messages are extended by adding extra fields such as rank (16-
bits), parent rank (16 bits) and hash value (64 bits). Totally, 96 extra bits
are added. Fig. 7 depicts the modified TIO option of the DAO message.

The rank and the parent rank values are obtained from DIO message
and the hash value is calculated for rank, parent rank and IP address of
the sender node by using the hash function.

3.3. Generation of hash value

RPL is a lightweight protocol used for energy-constrained networks
[31]. So, integer hash function is used in the proposed work. The pro-
posed integer hash function accepts 64-bits (Rank + Parent rank + IP
address of the sender node of DAO message) as input and returns 64-bits
as an output. Among the inputs to the hash function, IP address of sender
node is unique. Since the IP address of the sender is unique for each
node, the output produced by the hash function will also be unique. The
pseudocode for the computation of hash value is given below.

X <-—x"x>>32

x <- — x * 0xd6e8feb86659fd93U

X <-—Xx"x>>32
X <- — x * 0xd6e8feb86659fd93U
X <-—Xx"x>>32

If there is hash value collision, it will lead to same hash output. So,
that the attackers can read or copy the hash value to perform more

DAO Base Message

Target Option

Transit Information Option

Fig. 5. DAO message with options.
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0 7 8 9 15 23 31
RPLInstanceID] K | D [ Flags | Reserved | DAO Sequence
DODAGID
Target Option
Type=0x06 | Option Length | E [ Flags | Path Control
Path Sequence | Path Lifetime Parent Address
Parent Address

Fig. 6. TIO option of DAO message.

0 7 8 9 15 23 31
RPL Instance ID‘ K | D ‘ Flags ‘ Reserved | DAO Sequence
DODAGID
Target Option
Type=0x06 | Option Length [ E | Flags | Path Control

Path Lifetime ‘ Parent Address

Parent Address

Rank Parent Rank | Modified

Path Sequence ‘

DAO

Fig. 7. Modified TIO of DAO message.

number of attacks and root node may wrongly identify a normal node as
an attacker (False positive may occur) [32]. As the number of attacks
increases, the generation of control packet also increases which depletes
the energy of the nodes.

In the proposed hash function, the inputs and the output hash values
are mapped in the ratio of 1:1. From this, it is inferred that there occurs
no collision while using this hash function. Thus, the proposed integer
hash function avoids collision. So, false positive would never occur.

The result of the hash function is included in the DAO message. When
the root receives DAO message, it checks the received hash value with
the values stored in the information table. If there is any mismatch in the
hash value received, then the root confirms the presence of the rank
attacker. To detect further whether it is an increased or decreased rank
attacker, the detection procedure will be detailed below in Section 3.4.

3.4. Inconsistency check

Upon receiving DAO message, the root compares the received values
with the values in the information table. The information table contains
node ID (IDy), Rank (Ray), Parent ID (IDp), Parent Rank (Rap), Hash
value and the ID of the blacklisted nodes (IDyy. In the proposed work,
the behavior of the internal node is compromised to become an attacker.
So, the initial data in the information table are valid and maintained by
the root node. The topology considered in the proposed work is static
and the OF is MRHOF, most of the data in the information table do not
change often. If there is any change or updation in the DODAG, the root
node alone is intimated by ICMP error message in non-storing mode.
After intimation, based on the consequence of the topology change, the
root node may carry out global or local repair mechanism. During repair
mechanism, the root node will advertise the remaining nodes in the
DODAG with DIO messages. DIO transmissions follow a Trickle timer to
control the time of updation and construction of DODAG. According to
RFC 6550, one inconsistency DAO message from a node is not consid-
ered a critical error. If consecutive packets are also detected as incon-
sistent from the same nodes, it may be considered as inconsistent. If
there is any change in the parent set, repair counter value for the cor-
responding parent maintained in the root is incremented. The counter
value is used to assess the impact of a topological change and assure the
selection of siblings. If counter value is greater than the threshold (de-
pends on the network size) in the Trickle interval, then only the values in
the information table (maintained in the root) are updated. Otherwise it
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is used for identification of attackers.

Inconsistent DAO messages can be received from parent or child
node. If an inconsistent DAO message is received from the parent node,
then the rank of the parent node is obtained from all its child nodes via
information table. If a parent node has one or more child nodes, then the
rank is verified among all the child nodes. The parent rank in its all child
nodes should be the same (i.e., Parent rank = = claimed parent rank
(child)). If the rank value of a node is less than the claimed parent rank
value from the information table, then decreased rank attacker will be
detected, but if the rank of a node is greater than the claimed parent rank
value, then increased rank attacker will be detected. If inconsistent DAO
message is received from the child node, then the verification of
increased or decreased rank attack will be done based on RFC 6719 [33].

According to RFC 6719 standard, the rank of a child node can be a
maximum of two values: (i) Rank of the parent set member who has the
highest advertised rank, rounded up to the next higher rank value. (ii)
Highest calculated rank in the parent set minus MaxRankIncrease.
MaxRankIncrease is the maximum increase in the rank value that a node
can advertise within the same version of DODAG. If the rank value in the
received DAO message is greater than above two values, then the
increased rank attacker will be detected.

Decreased rank attacker is detected if the rank of a node is less than
the sum of parent rank and MinHopRankIncrease. According to RFC
6550 [34], MinHopRankIncrease is the minimum rise in the rank value
between a node and any of its DODAG parents. This value is provisioned
by DODAG root.

For example, consider a simple random topology with seven nodes as
in Fig. 8. Among the seven nodes, root node 1 maintains the information
table and node 3 is an internal rank attacker. For instance, if root node
receives the DAO message from node 3 (Parent node of node 5 and 6),
then the values in it are checked for inconsistency. If inconsistent DAO
message is received, then the rank value is verified from the parent rank
of node 5 and 6 in the information table. Assume that node 3 performs
increased rank attack by increasing its rank value from 2 to 3. If the
claimed parent node rank value (rank=3) is higher than the parent rank
value of node 5 (rank=2) and 6 (rank=2) in the information table, then
increased rank attack is detected. If the claimed parent node rank value
is less than the value in the information table of node 5 and 6, then
decreased rank attack is detected.

After the detection of internal increased or decreased rank attackers,
local and/or global alarm is generated against the attackers (will be
discussed in Section 3.5). The attacker node detected is isolated from the
formation of DODAG and its ID is also inserted into information table.
Then the information table is updated. If a root node receives the packet
generated or forwarded from the blacklisted node, then the packets will
be discarded. During repair mechanism, if there is any inconsistency
detected then Rank- Error (R) flag is set. It is 1-bit flag to indicate
whether a rank value is modified. After repair mechanism is completed,
the inconsistency is verified and will be rectified.

0w | Kax | ID; | K= | Hash| 1Dw
T 1 T T H -
T T T T 36 -
T T S -
T2 y} R
T2 3 T H: -
1 5 2 3 T | K -
» = -
2 3 7
- » -
4 5 6

Fig. 8. Inconsistency Check.
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3.5. Generation of alarm

After the detection of an increased or decreased rank attacker, the
root node generates an alarm against the attacker in the network. To
send the alarm, the root node uses the unused field in DIO message and
inserts the IDs of the blacklisted nodes in these fields as shown in Fig. 9.
The nodes that receive the alarm via modified DIO messages learn the
IDs of the attackers from it. The alarm is included in DIO message itself
to reduce the overhead of control packets in the network.

An alarm can be local or global depending on the repair mechanism
of RPL. During global repair mechanism, root node generates the
modified DIO message (global alarm) against the attacker to all the
nodes in the network. During local repair mechanism of RPL, the
modified DIO message (local alarm) is issued only to the neighbours.
According to [35], the neighbours of a node are the subsets of nodes that
are reachable during link local multicast in DODAG. The nodes that
receive an alarm isolate the attacker from the formation of DODAG
topology.

Let both local and global alarms be generated against the same ma-
licious node at the same time, and only the global alarms be considered.
If a normal node receives the local alarm first and subsequently the
global alarm, the local alarm is ignored. If the global alarm is received
first, then the global alarm is considered and the local alarm is
discarded.

In non-storing mode, only the root node can generate local/global
alarm to all the nodes directly. An attacker can try to generate an alarm
but the values set in the options fields of the DIO messages are not
known to the attackers. If the options set by the attackers were wrong, it
is detected by the receiving node from the checksum field in the DIO
messages. If the value of the checksum field is incorrect, then the
receiving nodes will simply drop the DIO messages (alarm). Thus, a
fake/false alarm generated by attackers has no consequence on the
network.

In Fig. 10.a, a simple random topology with seven nodes is consid-
ered. Among the seven nodes, node 1 is a root node. Assume that there
are no attackers in the DODAG initially. Later, greedy child node 6 turns
into an attacker. Due to the presence of an attacker, there is a change in
the topology. During local repair mechanism only certain nodes can
receive the alarm based on local repair counter value in root node [36].
Other branches of the network are not impacted. If consequence of the
topology change is less, it is not counterproductive to rebuild the entire
DODAG for isolation of a single node. So in Fig. 10.b, during local repair
mechanism, local alarm is sent in multicast only to certain nodes 3, 5 and
7 directly from the root. Thus, no extra control packet overhead is
generated.

If node 3 in Fig. 10.a (which is close to the root) has turned into an
attacker, it causes a massive change in the topology and so a large
number of control packets are generated. Since the influence of an
attacker (3) on the network is high, the global alarm is generated to all
the nodes in the network as in Fig. 10.c. After detection of an attacker
(3), the attacker is isolated from the DODAG topology. Eventhough node
3 is an attacker and isolated from DODAG, node 5 and 6 receives the
alarm directly from the root node. Thus, the nodes under the coverage
area of the root node can receive the alarm directly from it. The steps
involved in the detection of rank attacker using RAD algorithm are
summarised below.

RPL Instance ID Version Number Rank

G|0

MOP‘ Prf DTSN Unused

Malicious node id

Fig. 9. Alarm in DIO message.
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Fig. 10. a. DODAG topology without attackers b. Impact is low: Generation of Local Alarm c. Impact is high: .Generation of Global Alarm

3.6. RAD algorithm

Input: DODAG topology with Increased and Decreased Rank attackers
Algorithm:

Each node (N) appends Parent rank, Node rank and Hash value in DAO message

Root node after receiving the DAO message:
Checks the validity of the Target option in DAO message

if Target option = = IP address of Root Node in DAO message then

Retrieves ID (IDy), Rank (Ray), Parent ID (IDp), Parent Rank (Rap) and Hash

value
if hash value = = hash value in the information table

Insert (IDy, Ray, IDp, Rap and Hash) into information table

else
// Check for Increased or Decreased Rank attack
Increase_Decrease( )
else
Discard invalid DAO message
end
Function: Increase_Decrease( ):
if IDy = = Parent node then

Rank is claimed from the information table // Random Sampling

if (Ray < Claimed Rank from the information table)
Decreased Rank attacker is detected
alarm_generate( )
else
Increased Rank Attack is detected
alarm_generate( )
end
else // Child Node
Rac; = MinHopRankIncrease* (1+floor (Rank/
MinHopRankIncrease)
Ragy = Largest Calculated Rank from the Parent set —
MaxRankIncrease
Racs = Rap + MinHopRankIncrease
if (Ray > Raci) || (Ran > Racp) then
Increased Rank Attack is detected
alarm_generate( )
else if (Ray < Racs)
Decreased Rank attacker is detected
alarm_generate ()
end
end
Function : alarm_generate( ):
Invoke Local or global repair mechanism
Isolate attackers from DODAG
Insert the malicious node ID into Information Table
Update information Table
Output: Detection and isolation of Rank attackers in the topology

3.7. Random sampling of DAO messages

In this section, it is assumed that both increased and decreased rank
attackers exist in the network. Both the rank attackers flood the DIO
message with the increased and the decreased ranks respectively. In
response to the flooded DIO messages, DAO messages will be generated
by the nodes. In non-storing mode, all the generated DAO messages
would be received by the root node. Instead of checking the inconsis-
tency of all the DAO messages received from the nodes, random sam-
pling is applied to check the inconsistency of the received DAO
messages. If all the DAO messages are checked for inconsistency, energy
consumption and detection delay by root node will be more. So, in this
research, random sampling of DAO messages is adopted to check the
inconsistency.

The communication between all the nodes and the DODAG root is
assumed to be a Poisson processes. For analysing the probability of
detecting the rank attackers, it is considered that all the attackers behave

Table 2
Parameters used in the rank attacker detection.
Parameters  Descriptions
N Number of nodes in DODAG
y Total number of attackers in the RPL network
R Number of nodes through which the DAO message is passed on to the
root node. R should always be less than N
P Proportion of normal nodes in the network p = (NTﬂj
er A Boolean event which means if the root node has sampled atleast one
inconsistent DAO message
Py Probability that event eg =TRUE has sampled atleast one inconsistent
DAO message
Py Probability that an attacker is detected
eg A Boolean event which means an attacker has flooded more DIO
messages to the neighbors
f Number of DIO messages flooded by an attacker to neighbor nodes
n Total number of messages received by each neighbor node
Py Percentage of flooded DIO packets sent to each of the neighbors i.e.,
Pr=f/n
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Bias is the deviation of the calculated table from the ideal bias table as in
[32]. For a good hash function, the bias should be as less as possible. The
bias of the above used hash function is found to be 0.14252255. Thus,
the above used simple hash function is good with high avalanche effect
and low bias value. This is the current need for RPL mechanism that

independently. The parameters used in the rank attacker detection are
presented in Table 2.

As in [37], if an attacker node floods the DIO message with the
modified rank value, it is assumed to be received by ‘R’ nodes and is
given by

RO L (.8 O

Povp is negligible since it is assumed that Z is very small in reality

R PsP
N )PsPovp

@

Energy Consumption At the Root Nodes

while f is large. So, the equ (1) becomes 100 Number of attackers- 60
60000 - E
Pd = Ps {1 — (1 —L> . (1 —p(L>>:| ~ Ps. (H> R Number of samples being sampled: 118
N—1 N-2 N __50000-
bd
The number of DAO messages that the root node can sample is yZ. § 40000 -
The confidence interval is 95%. So, the Z-value is 1.96 as in [38]. Table 3 < -
presents the impact of number of samples being sampled with the 530000 :
detection delay and energy consumption. 5
From Table 3, it is inferred that the average delay and the energy 20000 1 -
consumption with random sampling decreases with increase in the 10000 - )
number of attackers. As the number of inconsistent DAO message in- -
creases, there is a high probability for the sample to contain inconsistent 0- - - 2 ° .
0 10 20 30 40 50 60

DAO messages. The worst case in the detection of rank attacker is that
the DAO sample does not contain the inconsistent DAO messages. It is
noted that the average number of attackers detected increases with in-
crease in number of attackers. Almost the number of attackers being
detected is not affected by with and without random sampling. In [39],
the authors have proved the effectiveness of random sampling. Fig. 11
represents the energy consumption at the root node with simulation
parameters described in Table 4.

4. Results and discussion

Time (in mins )

=— Without Random Sampling
+— With Random Sampling

Fig. 11. Energy consumption with and without random sampling.

Table 4

Simulation Parameters.

To evaluate the efficiency of the proposed RAD algorithm, Cooja Parameters Values
(Java based) Simulator is used, which works on open source Contiki OS. Simulator Cooja 3.0
In this paper, Contiki 3.0 is used. It targets the IoT devices with low Number of nodes 50 nodes (1 root node)
power, limited memory, less bandwidth and processing power. Node Type Tmote Sky
Network Layer RPL
MAC Layer IEEE 802.15.4

4.1. Analysis of the proposed hash function

Radio Medium

Unit Disk Graph Medium

Interference Range 100m
The proposed hash function is analysed using avalanche effect and i’anslmissg’,n Range 2831 200
. . . . . opolo, 1mension X m
bias. The avalanche effect is the number of bits that remains fixed on opo 08y ; A
Simulation duration 60 min

average when a single input bit is modified. For a good hash function,

Number of internal attackers

8 (4 increased rank attackers and 4 decreased

the avalanche effect should be greater than 50%. From [40], the observed rank attackers)
avalanche effect of benchmark algorithms such as 3-DES,CR6, MARS OF MRHOF
Topology Random/ Grid-center / Grid-random Topology

and Blow fish is 30.8%, 47%, 50% and 48.4% respectively, but for the
hash function used in the current study, the avalanche effect is 69.5%.

Table 3
Effectiveness of Random Sampling.

Number of Without Random Sampling With Random Sampling

attackers Average Average Energy Average Number of ~ Average number of Average Average Energy Average Number of
Detection delay consumption(in attackers detected samples being Detection delay consumption(in attackers detected
(in sec) Jjoules) sampled = yZ (in sec) joules)

10 3265 1587.69 8 20 2880 2896.51 6

20 4826 2769 17 40 2340 2679.45 14

30 5124 3184.75 26 60 2280 2543 23

40 6589 3698 36 78 2040 1623.31 37

50 6836 4156.95 44 98 1740 1358.69 44

60 7895 5996.6 56 118 1560 1023.41 55
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operates in resource constrained based network.

Both avalanche and bias values are calculated at the same time. First,
a 64x64 table is created and the values are initialised to zero. Rows
indicate the input bits and the columns indicate the output bits. To track
the association between the input bit (i) and the output bit (j), the row (i)
and column (j) of the table are used. Each bit is flipped one at a time
while iterating through entire 2" inputs. If the output bit is flipped, then
the corresponding element in the table will be incremented. Each
element in the ideal table would be 2™, It is found that for every input
bit, an output bit is flipped atleast half the time. Finally, standard de-
viation is calculated to change the obtained output into a normalised
value.

4.2. Simulation parameters

For simulation, static topology with Tmote Sky [41,42], a well
known sensor motes are considered. Totally, 50 motes with one root are
deployed in the region of 200x200 m.The transmission range of each
mote is 50 m. The number of nodes that turns into the attackers is eight.
Among the eight attackers, four perform increased rank attack and the
other four perform decreased rank attack. The rank attackers are
implemented based on the manipulation in Contiki RPL library. In
simulation, the nodes send the temperature value to the root. The node
delivers the sensed value via UDP packet periodically. Different topol-
ogies such as random, grid random and grid are considered for simula-
tion. Table 4 lists the variables that are used in simulation.

Totally, 10 independent simulations are run and the average of all
the values in each run is considered for plotting the graph. Different
topology such as random (as in Fig 12.a), grid-center (as in Fig 12.b) and
grid-random (as in Fig 12.c) are considered for the evaluation of RAD
algorithm. In the figures below, the green color indicates root, yellow
color indicates normal nodes and pink color indicates attackers.

4.3. Simulation results and analysis

The three types of performance metrics considered for the evaluation
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of RAD algorithm are (1) Network Performance Metrics (2) Accuracy
Metrics and (3) Resource Requirement Statistics. The performance of
RAD is compared with (i) SBIDS[17] (ii) SRPL-RP [43] and (iii) LEADER
[23]. The RPL with and without attackers are also simulated for
comparison.

4.3.1. Network performance metrics

The network performance metrics considered for the evaluation of
RAD are:

(i) Average PDR of data

(ii) Overhead in the control message packets and

(iii) Average delay for the transmission of data packets

(i) PDR

The number of data packets received by a node divided by the
number of packets transmitted is known as PDR. It is calculated at 15
min (during convergence stage), at 40 min (during stability stage) and at
60 min (during final stage). Among the topologies considered, the to-
pology with less PDR is again used for the evaluation of RAD by
increasing the number of attackers. The rationale behind choosing the
topology with less PDR is to check whether PDR can be increased by
implementing the proposed RAD algorithm. Fig. 13 depicts the simula-
tion findings when different topologies are considered.

From the simulation result, it is clear that RAD algorithm is as good
as RPL without attackers. This is true for all the topologies at different
times. Even without attackers, RPL cannot achieve 100% of PDR. This is
due to frequent retransmission of packets and the other MAC layer is-
sues. The situation becomes even worse when RPL is targeted by at-
tackers. In grid-centered topology, RAD algorithm achieves a PDR of
90.26% during convergence time, 91.52% during stability time and
finally, 93.62% in the stabilized stage. In random topology, RAD al-
gorithm achieves a PDR of 87.52% during convergence stage, 90.20%
during stability time and 91.45% in the final stage. Likewise, in grid-
random topology, RAD algorithm achieves a PDR of 92.14% during
convergence stage, 93.18% in the stability time and 94.35% in the final
stage. Thus, the PDR at the final stage in different topologies is sum-
marised in Table 5.
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Fig. 12. a. Random Topologyb. Grid-center Topology c. Grid-random Topology.
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Fig. 13. Packet Delivery Ratio at different Topologies.

Table 5

PDR obtained at final stage for different topologies.
Mitigation Methods Grid-center Random Grid-random
RPL with no attackers 96.23 94.26 95.12
RPL with attackers 42.21 34.41 46.58
SBIDS 86.21 86.45 91.25
SRPL-RP 87.34 89.89 90.06
LEADER 87.13 86.23 86.14
RAD (Proposed Algorithm) 93.62 91.45 94.35

Table 6

PDR versus number of malicious nodes.
No. of Malicious nodes SBIDS SRPL-RP LEADER RAD
8 91.05 90.06 86.14 93.12
16 88.45 89.53 84.26 92.15
24 89.36 84.52 82.89 90.26
32 79.23 80.32 80.18 89.54
40 78.89 79.56 78.95 83.21

As can be seen from Table 5, RAD algorithm achieves better PDR
compared to RPL and the other algorithms. Among the topologies
considered, random topology has a less PDR. This is due to the reason
that most of the packets are dropped due to the routing errors caused by
the increased and the decreased rank attackers and frequent recon-
struction of DODAG. So, random topology is used for the evaluation of
RAD algorithm by increasing the number of attackers. The same simu-
lation parameters given in Table 4 are used, except the number of ma-
licious nodes and the topology considered is random topology. The

10

result obtained is presented in Table 5.

From Table 6, it is clear that in RAD and the other compared tech-
niques, PDR decreases when the number of attackers increases. This is
due to the existence of rank attackers, a portion of the sub-DODAG is
isolated from the root node. So, the temperature values sent by the nodes
do not reach the root node. From Table 5, it is inferred that RAD has a
better PDR among the other compared techniques.

(ii) Overhead in control message packets

The number of control messages generated during the construction
of DODAG topology is known as control packet overhead. Since the
nodes are energy-constrained, reducing the amount of control packets
required for the construction of DODAG is a tricky problem. The control
packet overhead is calculated by

Control Packets overhead =

n 5 q
DIO(p) + Y DAO(r) + » _ DIS(k)
p=1 =1 k=1
The number of control packets generated for different topologies is
presented in Table 7.
Table 7 presents the control packet overhead for different topologies

Table 7
Control Packet Overhead in number of packets.

Mitigation Methods Grid-center Random Grid-random
RPL with no attackers 1042 1363 1196

RPL with attackers 44,523 38,961 42,560
SBIDS 4062 3964 3304
SRPL-RP 2375 1998 2851
LEADER 3254 3652 3124

RAD (Proposed Algorithm) 1060 1451 1212
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at the end of simulation (60 min). It is observed that the number of
control packets generated by RPL without attackers is more in random
topology than in the grid based topology. In random topology, if the
nodes are placed in random fashion, the density of the placed node will
not be uniform. The randomness with respect to the node placement
decreases from the grid to the random topology. In grid-center and grid
random topologies, the density of the node is almost uniform and so that
a parent node can serve more child nodes. Thus, the child nodes can
choose the optimized parent and form the DODAG with less number of
control packets.

From Table 7, it is inferred that the RAD algorithm generates a less
number of control packets compared to the other mitigation methods in
all the topologies. The number of control packets generated by RAD is
almost the same as the number of control packets generated by RPL with
no attacker. This is because no extra control packets are used in RAD for
the detection of rank attackers and the generation of alarm.

The control packet overhead is also calculated for RAD by increasing
the number of malicious nodes in the network. The same simulation
parameters presented in Table 4 are used, except the number of mali-
cious nodes and the topology considered is grid-centered. Since the
control packet overhead is high in Grid centered topology, it is consid-
ered here.

From Fig. 14, it is clear that in all the mitigation methods including
RAD, the control packet overhead increases as the number of malicious
node increases, but the rate of increase is less compared to the other
methods. This is because the rank attackers detected would be isolated
during the formation of DODAG topology.

(iii) Average delay for the transmission of data packets

The time taken for a packet to be generated until it is successfully
received at the DODAG root is referred to as latency (delay). The total
delay is calculated by

n

Total delay = Z(Received time(k) — Sent time(k))
k=1

The average delay (in ms) for data packet transmission in different
topologies is presented in Table 8.

From Table 8, it is inferred that the average delay is greater in
random topology due to more control packet overhead and the longer
path for the nodes. Due to the increase in the control packet overhead,
the business of the channel also increases. Since the degree of densities is
not uniform in random topology, there exists the longer path between
the root and the nodes.

The average delay for the delivery of the data packets using RAD is
982 ms for Grid random topology, 854 ms for grid-center topology and
1054 ms for Random topology. Thus, RAD reduces the latency more
efficiently. The results achieved from RAD are superior to those pro-
duced by SRPL-RP, which isolates the malicious node using a blacklist
table. Since the malicious nodes are filtered, the generation of control
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Fig. 14. Control Packet Overhead versus number of malicious nodes.
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Table 8
Average delay for data packet transmission (in ms).

Mitigation Methods Grid-center Random Grid-random
RPL 869 898 1024

RPL with attackers 2869 3985 2984

SBIDS 982 1231 1095
SRPL-RP 962 1153 996

LEADER 998 1224 1098

RAD (Proposed Algorithm) 854 1054 982

packet is reduced which, in turn, reduces the average delay.

4.3.2. Accuracy metrics

The ratio of the number of nodes successfully identified as legitimate
or malicious to the total number of nodes in the network is known as
accuracy. The accuracy is calculated by

True Positive(TP) + True Negative(TN)
TP + TN + False Positive(FP) + False Negative(FN)

Accuracy =

The accuracy of the mitigation methods for different topologies is
presented in Fig. 15.a. From Fig. 15.a, it is clear that the accuracy of the
Grid-centered topology is high compared to random topology. This is
due to the high densities of the node in the grid-center topology. All the
nodes including the attacker receive DIO message and reply back with
the DAO message. From the DAO message received, the inconsistency in
the rank can be easily detected. In random topology, the nodes are
scattered randomly and due to the presence of the rank attackers, it has
been noticed that a portion of the network becomes separated from the
root. The malicious nodes do not receive the DIO message and so they do
not reply back with the DAO message. Hence the detection accuracy is
less in random topology compared to the other two topologies.

Since random topology has a lower accuracy rate, the efficiency of
RAD is proved by increasing the number of attackers. The accuracy of
the rank attacker detection with varying number of rank attackers in
Random topology is presented in Fig. 15.b. If the number of rank at-
tackers considered for simulation is 8, then the number of increased rank
attackers will be 4 and the decreased rank attackers will be 4.

The accuracy of the RAD along with different mitigation methods are
depicted in Table 9.

From Table 9, it is inferred that the detection rate of the rank attacker
is reduced as the number of malicious nodes is increased. Due to the
presence of the rank attackers, a portion of the nodes in the network is
unable to contact their root node. So, the attackers presented in the
disconnected part of the network are not detected. False positive is
detected due to the decreased rank attackers in the network. The
decreased rank attackers advertise the shortest path to their neighbor
nodes to reach root nodes. From Table 8, it is clear that RAD shows the
improved rate of accuracy than the other mitigation methods. This is due
to the presence of more number of attackers, and the DIO packets
generated by the attackers would also be more. Inconsistent DAO mes-
sages would also increase. So, when the root node samples the DAO
message, the detection of inconsistency in the rank also increases.

4.3.3. Resource requirement statistics

The average energy consumption of the nodes is the resource
requirement considered for analysis. The energy consumption is
considered as it is a very pivotal resource in LLN.

Average Energy Consumption of nodes

Power Trace Plugin is used in Cooja Simulator to trace the energy
consumption of the nodes. The energy consumed is categorized as CPU
energy (Total energy consumption by CPU), LPM energy (Energy con-
sumption of nodes in power saving mode), Radio Transmit and Listen
energy (Energy used to transmit and receive the packets). In the above
categories, the pairs Transmit and Listen, CPU and LPM are exclusive.
Thus, the nodes can never be in all the modes at the same time. All these
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Table 9
Accuracy of the Mitigation Methods.
Mitigation Number of Number of  Average number of Accuracy
Methods Normal attackers TP TN FP FN (%)
Nodes (nodes)
SBIDS 42 8 40 4 2 4 88
34 16 32 12 2 4 88
26 24 23 19 3 5 84
18 32 12 28 6 4 80
10 40 8 31 2 9 78
LEADER 42 8 41 7 1 1 96
34 16 33 14 2 2 94
26 24 24 21 2 3 20
18 32 12 30 6 2 84
10 40 7 34 3 6 82
SRPL-RP 42 8 41 6 1 2 94
34 16 33 12 1 4 920
26 24 24 20 2 4 88
18 32 11 30 7 2 82
10 40 7 33 3 7 80
RAD 42 8 42 6 0 2 96
34 16 33 14 1 2 94
26 24 24 21 2 3 920
18 32 15 29 3 3 88
10 40 7 35 3 5 86
Table 10

Average energy usage (in joules) for various topologies.

Mitigation Methods Grid-center Random Topology Grid-random

RPL without attackers 1433 1025 1169
RPL with attackers 3795 3128 3245
SBIDS 2859 2664.52 2762.43
SRPL-RP 2612 2412 2467.12
LEADER 2679.45 2442.1 2543
RAD (Proposed) 1623.921 1325.146 1486

modes of energy consumption are measured internally at run time by
Contiki. Table 10 shows the average energy consumption of the nodes
for data packet transmission in various topologies.

From Table 10, it is clear that the Grid-centered topology consumes
more energy because in it, the nodes are placed at equal distance close to
the root. Since many nodes are in transmission range, there is a frequent
exchange of packets. This leads to more energy consumption. Moreover,
due to the path diversity caused by attackers, the energy consumption is
high. RAD also reduces the average energy consumption by

approximately 40% and shows less energy consumption in random
topology.

The average energy consumption of RAD is less because a light-
weight non-cryptographic hash function is used in it. From Table 9, it is
inferred that SBIDS consumes more energy. This is due to the deploy-
ment of AES which is computationally-intensive. LEADER employs
HMAC using LOCHA which is also computationally-intensive, but less
compared to SBIDS. It is also discovered that as the number of malicious
nodes rises, the average energy usage of the node increases.

Compared to the results provided in the literatures (SBIDS, SRPL-RP
and LEADER), the proposed RAD algorithm consumes less energy. The
energy consumed by RAD algorithm is slightly higher than normal RPL
(without attackers). This is due to hash value calculation, inconsistency
detection and so on. The average energy consumption of RAD is reduced
far better than the RPL with attackers. This is due to the isolation of
detected rank attackers from the DODAG topology and an alarm is also
generated against the attackers. So, that the internal rank attacker nodes
cannot become a member of DODAG and cause disruptions. Table 11
presents the summary of the performance of RAD algorithm.

5. Conclusion and future work

The integration of IoT into various applications offers significant
benefits. Along with the benefits, it is prone to various attacks. Therefore
security is a prime concern to improve the performance of the IoT
network. The proposed energy-efficient RAD algorithm is specially
developed to improve the secure data communication between DODAG
root and the remaining nodes. This algorithm is incorporated into the
RPL protocol to improve the performance and to detect the rank at-
tackers. The proposed RAD algorithm guarantees security against the
internal increased and decreased rank attacks in RPL based IoT net-
works. Non-cryptographic hash function is used to preserve the integrity
of DAO messages exchanged during the formation of DODAG. Instead of
checking all the received DAO messages to detect the rank attackers,
Random Sampling is used to conserve energy. After the detection of rank
attackers, local or global alarm is generated against the attackers to the
normal nodes. Alarm is appended in the unused fields of DIO message.
Thus, it reduces the overhead of control packets and depletion of energy.
The performance of RAD algorithm is evaluated using Cooja Simulator
under various topologies. It gives 94.35% of packet delivery rate in grid
random topology, reduces control packet overhead from 44,523 packets
to 1060 packets in grid centered topology and reduces average delay
from 2869 ms to 854 ms in grid-centered topology. It also achieves the
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Table 11
Summary of the Performance of RAD algorithm.

Computer Networks 218 (2022) 109391

Network Performance Metrics

Mitigation Methods Average PDR

Grid-center Random Grid-random Grid-center
RPL without attackers 96.23 94.26 95.12 1042
RPL with attackers 42.21 34.41 46.58 44,523
SBIDS 86.21 86.45 91.25 4062
SRPL-RP 87.34 89.89 90.06 2375
LEADER 87.13 86.23 86.14 3254
RAD 93.62 91.45 94.35 1060
Increased

Random

Average Control Packet Overhead (in number of control

1363

38,961

3964
1998
3652
1451

Average Delay (in ms)

packets)
Grid-random Grid-center =~ Random  Grid-random
1196 869 898 1024
42,560 2869 3985 2984
3304 982 1231 1095
2851 962 1153 996
3124 998 1224 1098
1212 854 1054 982
Decreased Decreased

Resource Requirement Statistics and Accuracy Metrics

Mitigation Methods Average Energy Consumption (in joules)

Grid-center Random Grid-random

RPL without attackers 1433 1025 1169

RPL with attackers 3795 3128 3245 Grid-center
SBIDS 2859 2664.52 2762.43 97.6
SRPL-RP 2612 2412 2467.12 94.4
LEADER 2679.45 2442.1 2543 96.5
RAD 1623.921 1325.146 1486 98.1

Decreased

Accuracy (%)

Number of Normal Nodes : 42
Number of attackers : 8

Random

92.4
93.2
93.9
95.6

Grid-random
95.6
95.9
95.4
96.3
Increased

accuracy of 96% and the average energy consumption is reduced by 40%
in random topology in comparison with SBIDS [17], SRPL-RP[18] and
LEADER [23]. The simulation results show the effectiveness of RAD
algorithm.

For the evaluation of the proposed algorithm, static topology is
considered and it is assumed that a greedy or disgruntled node may turn
into an attacker and inject an increased and decreased rank attack. This
would not be the only chance for launching rank attacks. The attackers
may also newly join and launch the attacks. In several IoT based ap-
plications, support for mobility is also demanded. Hence, as a future
work, the proposed RAD algorithm can be extended to support the
mobility of nodes and detect various other attacks like version, sinkhole
and so in IoT networks.
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