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Abstract
Wireless sensor networks involved every part of application in today’s life. This can detect the various type of information

from environment and communicated to users in real time. Information is stored by using cloud technology and that can be

accessed by the users. The information is prone to attacks as they are part of cooperative communication. Building

algorithms at node level is not secured as they transfer data in open traffic. This has provided scope for this study to

concentrate on algorithms that are available for denial-of-service attacks as they put down the network performance to a

less minimum. The paper henceforth proposes optimized energy-based constraint DoS (denial-of-service) detection

algorithm, i.e., OBES algorithm for handling denial-of-service attacks that learns the network traffic and manages the

intruders. This has been compared with denial-of-service attack detection with energy constraint in WSN. The imple-

mentation has been done in NS2. The performance has been presented in terms of nodes, interval and lifetime. From

results, it can be observed that the proposed OBES algorithm is efficient as it achieves more available energy, less delay,

less packet loss and more lifetime for the network. From results, it can be observed that OBES algorithm performs well

compared to denial-of-service attack detection with energy constraint algorithm.
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1 Introduction

Wireless sensor network has a set of sensor nodes com-

municating for a purpose. The sensor nodes have chal-

lenges like energy, storage and bandwidth (Chen et al.

2019). They can be used in many applications including

military and data communication (Qin et al. 2018). Wire-

less sensor network suffers from challenges like data

security and energy management. They fall with attacks

from intruders that are part of the network and outside.

This leads to a scenario of attacks that results in false traffic

in the network. Building algorithms for them is important

as they provide false proof solutions for the network. The

voltage as part of the IoT model also affects the energy of

the sensor network (Daud et al. 2018).

The attacks are classified into active and passive. The

active attacks are hard to handle and challenging. The other

type of category is attacks based on network layers and

security algorithms. Each layer of attack is specific in

functions and challenging (Girish et al. 2016).

Optimized denial of service considers attacks to be in

distributed manner. Denial-of-service attack is most vul-

nerable attack, and it leads to error in many important

domains such as health sector, military sector, banking

sector and government sector. In DDoS attack, attackers

utilize all resource information and it will not allow the

authorized user to receive the actual information. The level

of attack can span from one to many nodes (Osanaiye et al.

2018). The attack level can increase over time. The manner

in which attacks spread is hard to manage and needs some

level of analysis over time and traffic (Balaji and Sasilatha

2018). Learning the packet traffic can improve the analysis

in a better manner. This is the main scope of the paper.
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2 Related work

Chen et al. (2019) analyzed Hilbert–Huang transform,

correlation coefficient, Kolmogorov–Smirnov algorithm

for a Zigbee network. The performance parameters are

RREQ number, time and phase frequency. Osanaiye et al.

(2018) proposed immune-based detection system for a

wireless sensor network. The performance parameters are

detection speed, efficiency, overhead, classification accu-

racy, false alarm rate and detection time. Balaji and Sasi-

latha (2018) proposed a school bus routing approach for

wireless sensor network. The performance parameters used

are throughput, packet loss ratio and packet delivery ratio.

Krishnan (2019) proposed a hierarchical clustering

approach for Wireless Sensor Network. The performance

parameters are number of points, execution time and

number of partitions. The packet traffic with growing

overhead is an important optimization criterion.

Pareek and Sharma (2018) proposed a dendritic cell

algorithm for wireless sensor network. The performance

parameters are packet delivery ratio, throughput and end-

to-end delay. Sicari et al. (2018) analyzed REATO algo-

rithm for IoT application. The performance parameters are

computing effort, latency and recovery time. Wen et al.

(2018) proposed a dynamic pricing algorithm for wireless

Networked control systems. The performance parameters

are channel gain, interference gain, background noise,

spreading gain, channel data rate, channel bandwidth and

packet bit number. Pu and Song (2018) analyzed RPL

routing protocol for wireless sensor networks. The perfor-

mance parameters analyzed are packet delivery ratio,

throughput, energy consumption, number of generated

attack packets and attack energy inefficiency. Cao et al.

(2019) proposed AccFlow algorithm. The performance

parameters analyzed are throughput. Pereira de Almeida

et al. (2018) analyzed packet level authentication for

wireless sensor networks by considering the number of

packets as main factor. Pourazarm and Cassandras (2017)

proposed general dynamic battery model for wireless sen-

sor networks considering throughput as main performance

parameter. Ma et al. (2017) suggested optimal defense

strategy for a packet-dropping wireless sensor network.

The contribution is analyzed for different types of trans-

missions. Optimization is also presented with learning

different types of transmissions.

Moser et al. (2019) analyzed distributive interference

primer approach for wireless networks. The performance

parameters analyzed are transmission power and amplitude

error. Chang et al. (2019) proposed threat model for denial

of service. The performance parameter analyzed is power

transfer. Debayan et al. (2019) proposed cross-device deep

learning side-channel attack for ad hoc network. The

performance parameters analyzed are accuracy, signal-to-

noise ratio. Bashaa et al. (2019) proposed a secret key

generation protocol for wireless sensor network. The per-

formance parameter analyzed is throughput. Cheng et al.

(2019) proposed the distribution denial-of-service attacks

depend on the generalized multiple kernel learning

approach. It helps to detect the attacks in complex situation

and by calculating the constant parameter R. In result

section, parameters will be selected based on the constant

parameter and that reduces the error rate and improves the

detection rate. Sarwar et al. (2019) implemented the opti-

mized DDoS attacks in software-defined network, and it

enhances the network security in IoT environment. Here,

attack mitigation scheme developed based on the parame-

ters involved such as scheduling, entropy, time and trust

management. Dwivedi et al. (2019) introduced the block-

chain technology in IoT healthcare domains to improve

security, and it involves secure communication between the

users. Aamir and Zaidi (2019) applied machine learning

approach in the featured engineering datasets to implement

high-security model. This achieves the faster DDoS

detection and higher accuracy level in DDoS detection.

From the study, faulty conditions can be due to:

• Node is not working.

• Sensors are transmitting more packets with high energy.

• Sensors have high packet loss.

• Cluster distribution is not uniform.

3 Proposed work

The proposed work enhances the security mechanism for

wireless sensor network using optimized DoS (denial-of-

service) detection algorithm. The framework will have the

following modules:

a. Optimal DoS attack detection.

b. Optimized energy-based security model.

The proposed model consists of the following

components:

• Sensor Devices deployed in the network region to

monitor the environmental phenomena.

• Base Station Central controller to collect the sensed

data.

• DDoS Attacker nodes to reduce the QoS in network by

transmitting the invalid data.

• Commander Central commander for DDoS attacker to

probe the falsified data transmission.

• Packet Dropper Attacker node to capture and drop the

legitimate data to reduce the QoS.
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• Energy Monitoring Unit On-board unit (OBU) to

monitor the energy consumption of each sensor device.

• Bandwidth Monitoring Unit OBU to observe the data

transmission and corresponding bandwidth consump-

tion. This also has a bandwidth allocator that allocates

frequency channels on a needed basis. Each packet is

samples with a frequency level based on a sampling

frequency.

• Detection Unit OBU to identify and differentiate the

normal and attacker behavior in the network.

Figure 1 shows the network model of the proposed

algorithm. It consists of base station, sensor nodes, attacker

and commander. Here, commander helps to detect the

attacker and intimate the information of attacker to all

users through base station. This will enhance the security

mechanism in the proposed approach.

Assume the data transmission and attacker detection

process are executed in the WSN environment. By using

the random distribution, wireless sensor devices are

deployed in the network area. The hello beacon message is

broadcasted by sensor device to maintain the neighbor

communication. The sensor devices present in the com-

munication region receive the hello message and update the

neighbor table entry for the sender of the beacon message.

The expired neighbor table entry is updated by using the

neighbor timer in each sensor device. Sensor devices sense

the environment and initiate the data transmission by sig-

naling the data to the network layer. During the data

transmission and forwarding operation, it performs vali-

dation for the route availability by searching the routing

table entry for the intended destination. The route discov-

ery process is initiated by the source sensor devices if no

routing table entry is found for the particular destination.

Initially, the devices do not have path to reach the desti-

nation if it is not found in the neighbor table. During the

route discovery process, source node sends the RREQ

message as network-wide broadcast message. The receiver

node for the RREQ message validates the control message

for the following constraints: packet freshness by checking

the sequence number and routing loop by checking the

sender id. The control message can handle the attack nature

and route the traffic accordingly. Upon successful valida-

tion, the intermediate devices add/update the reverse

routing table entry for the source node and rebroadcast the

RREQ message to its neighbor nodes. Once the message

reached the destination, it sends the RREP message to

unicast message to the source node using the reverse path

constructed during the RREQ forwarding process. During

the RREP forwarding operation, routing table entry for the

destination is updated. The routing table can be formed

based on the new path. This can help in learning the attack

behavior in the network.

Fig. 1 Network model
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Figure 2 shows the structural procedure of the proposed

algorithm. It consists of three different units such as energy

monitoring unit, bandwidth unit and detection unit. These

three units estimate the time interval, CDS dominating set

and arrival sequence, respectively. The proposed optimized

denial-of-service attack detection algorithm resumes

energy consumption, utilizes more bandwidth and elimi-

nates the attacker.

3.1 Optimized attack detection procedure

The data transmission is considered as the linear time

invariant, and the transmission information is identified by

the sensor devices. The transmission model is represented

with the zero mean and the Gaussian noise in the LTI. The

equality for the transmission is defined in both attacker

probability and normal probability. Packet dropout DoS

policy and the transmission policy are provided from the

attacker probability and normal probability, respectively.

The policies are defined by considering the data transmis-

sion in terms of Bernoulli process. The probability distri-

bution in the Bernoulli process is indicated as follows:

Bernoulli distribution ¼ 1 � lambdað Þ � 1 � alphað Þ
þ lambda � 1 � betað Þ ð1Þ

where lambda = weighting parameter, alpha = packet

dropout probabilities under the DoS attack, and beta =

packet dropout probabilities in the absence of attack.

The remote estimator for the data transmission is esti-

mated from the transmission power, transmission gain of

the sensor and attacker as follows:

Remote estimator ¼ del s � G s= del a � G a þ del2ð Þ
ð2Þ

where del_s = transmission power of sensor,

del_a = transmission power of attacker, G_s = transmis-

sion gain of sensor, G_a = transmission gain of attacker,

and del2 = noise power.

The remote estimation limit is dependent on the trans-

mission power of sensor. From the calculated remote

estimator, the integrated value over the negative expo-

nential distribution with the second order is estimated to

compute the initial value of the packet arrival probability.

Q x ¼ 1:=sqrt 2 �M PIð Þð Þ � 2 � prob

� exp �pow prob; 2ð Þð Þ; ð3Þ

By using the exponential convergence in the steady-state

data transmission operation, the packet arrival probability

is computed.

p ¼ 1 � Q xð Þ; ð4Þ

Fig. 2 Structural procedure of the proposed algorithm
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The estimated values are organized into the array list,

and error covariance is estimated from the values of the

mean, difference sum, variance and standard deviation.

diffSum ¼ Rsqrt pow avg � expected valueð Þ; 2ð Þð Þ; ð5Þ

The estimated covariance and the corresponding prob-

ability are organized into the n-size column vector. From

the organized probability values, the arrival sequence for

the attacker strategy is based on the deviation degree of the

attack strategy.

J ¼ 1=T � Rprob in column vector

� Rprob in row vector ð6Þ

Based on the arrival sequence of the data transmission,

the final consecutive probability of the attacker is calcu-

lated and the corresponding nodes are eliminated from the

network.

3.2 Optimized energy-based security model

The sensor device is equipped to monitor the resource with

two periodical timer, namely energy monitoring timer and

bandwidth timer. The energy monitoring timer validates

the unit energy consumption to compute the average life-

time of the device as well as minimum lifetime of the

device. The lifetime of the sensor node based on energy

consumption is validated by the unit energy consumption.

The unit energy consumption is computed as follows:

Unit consumption ¼ CURRENT TIME=energy consumed

ð7Þ
Energyconsumed ¼ Initial Energy � Current Energy ð8Þ
Average lifetime ¼ Unit consumption � Initial Energy

ð9Þ

Distributed energy consumption is applied by the peri-

odical monitoring of available energy in each time period.

The energy difference in each consecutive time interval is

estimated, and the corresponding average value is calcu-

lated for the distributed energy consumption.

Time interval algorithm:

sum ¼ 0;

forði ¼ 0; i\ ecount � 1ð Þ; iþþÞ
f
sumþ ¼ energyLevel i½ � � energyLevel iþ 1½ �ð Þ;
g
Avg ¼ sum= ecount � 1ð Þ
energyLevel i½ � ¼ remaining energy in each energy level

ecount ¼ no of energylevel

The difference sum of the average energy level and the

difference of consecutive remaining energy are computed

with the square root of second-order power. The variance

and the standard deviation are estimated from the differ-

ence sum value by ecount dividing and square root of the

divided value, respectively. The upper bound expected

value for the energy consumption with the maximum dis-

tributed deviation is estimated by merging the average

difference and the standard deviation. The distributed unit

energy consumption is computed as follows:

Distributed Unit Consumption

¼ Monitoring interval=upperBoundð Þ; ð10Þ

Distributed minimum lifetime of the sensor node is

estimated by using the following,

Distributed Lifetime ¼ distributed Unit Consumption

� Initial Energy

ð11Þ

The weighted lifetime is estimated by merging the

average lifetime and the distributed lifetime with the cor-

responding weight values. If the energy of the node is

completely reduced with the short period, then the sensor

node intimates the energy consumption by sending the

energy notification message to the base station. The cen-

tralized communication is initiated by the base station by

sending the base station announcement. The BS

announcement is network-wide broadcast message which is

received and rebroadcasted by sensor nodes in the network

until reaching all devices. The sensor devices receive the

broadcast message and store the information about base

station id. The sensor device sends its own information

such as location coordinates, the energy consumption and

the available bandwidth of the device. The information is

collected and maintained in the table which is used to

divide the network into optimal connected dominating set.

Instead of collecting the information periodically by

sending the announcement, the broadcast requirement is

validated for all sensors which reduce the energy con-

sumption. The broadcast requirement is validated by

checking the uniform distributed energy consumption of

the device which is used to compute the average lifetime.

The estimation of the average lifetime is similar to the

energy monitoring computation of the sensor with the

consideration of the each sensor device. The broadcast

requirement is also validated by checking the reception of

the energy notification message of the sensor. After

receiving the information about all sensor nodes in the

network, the BS starts forming the connected dominating

set. The set formation is done with the assistance of the

optimal selection criteria by computing the CDS

probability.
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3.3 Steps of optimal CDS probability algorithm

The optimal CDS probability is estimated from the fol-

lowing constraints: connection probability and forwarding

probability. Connection probability is estimated by neigh-

bor degree, unit energy requirement, EWMA value of the

energy consumption and EWMA value consumption. The

forwarding probability is estimated from the normalized

forwarding distance and forwarding energy and bandwidth

consumption.

1. Neighbor degree = No. of neighbor of the sensor/

Total no. of sensor in the network

2. Unit Energy Requirement = Sum of (Energy con-

sumption for unit data transmission ? Energy con-

sumption for unit data reception)

in the set connection with the neighborhood

communication.

3. EWMA_Energy = w1 * current_energy/initial_

energy ? w2 * average_energy_consumption

4. EWMA_Bandwidth = w1 * current_bandwidth/Sys-

tem BW ? w2 * average_bandwidth_consumption

5. Connection_Probability = alpha1 * Neighbor

degree ? alpha2 * Unit Energy Requirement ? al-

pha3 * EWMA_Energy ? alpha4 * EWMA_Band

width.

6. Normalized forwarding distance = maximum dis-

tance between sensor and base station/Topology

distance

7. Forward Energy Requirement = Sum of (Energy

consumption for forwarding the data to BS ? En-

ergy consumption for data reception by intermediate

devices)

in the set connection with the forwarding route of the

destination.

8. Forward BW Requirement = Sum of BW consump-

tion for forwarding the data to BS and BW

consumption

for data reception by intermediate devices.

9. Forwarding probability = beta1 * Normalized for-

warding distance ? beta2 * Forward Energy

Requirement ? beta3 * Forward BW Requirement

10. CDS_Prob = delta1 * Connection_Probabil-

ity ? delta2 * Forwarding probability

Optimal metric of CDS_Prob is being evaluated for

learning the traffic nature. The model results are presented

in Sect. 4 of the paper.

4 Results and discussion

The proposed optimized DoS (denial-of-service) detection

algorithm is being implemented in NS2. It is compared

with the denial-of-service attack detection with energy

constraint in WSN using the proposed framework dis-

cussed in Sect. 3.

The runtime environment is set up with the following

parameters:

The graph marked OBES_BA and OBES_AA indicates

the optimized DoS (denial-of-service) detection algorithm

(OBES) before attackers and after attacker detection,

respectively, and ODSA_BA and ODSA_AA indicate the

off-loading denial-of-service attack detection (ODSA)

before attackers and after attacker detection, respectively.

From Fig. 3, it can be observed that throughput is high

for OBES algorithm before and after attack detection

compared to the off-loading denial-of-service attack

detection (ODSA). High throughput achieves the high

scalability in network and provides the high goodput for

OBES algorithm. The users will have high quality of

Fig. 3 Throughput analysis
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Fig. 4 Time versus average

consumed energy

Fig. 6 Packet drop rate analysis

Fig. 5 Time versus average

remaining energy
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Fig. 7 Packet delivery rate

analysis

Fig. 8 Network lifetime

analysis

Table 1 Simulation setup
Parameter Value

No. of nodes 500 (sensor) ? 1 (BS)

Mac type Sensor Mac with base standard IEEE 802.11

Queue type Priority queue

Coverage area 80 m

Topology area 500 9 500

Antenna type Omni directional

Packet size 512

Connection type UDP

Application type Sensor (temperature)

Packet generation interval 0.1, 0.15, 0.2, 0.25, 0.3

Data rate 3 mbps

Simulation time 100–200 s

No. of attacker 5 (DDoS) ? 1 (dropper)

Initial energy 500 J
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transmission and less jitter. This means that the network

provides less error during data transmission. The users will

have high reliable transmission in wireless sensor network.

Figure 4 shows the average consumed energy for pro-

posed and existing approach with before and after attack

detection models. Energy consumption is very low in the

proposed OBES algorithm compared to the existing ODSA

algorithm. It provides long network lifetime.

From Fig. 5, it can be observed that relationship of

internal time versus average energy is less for OBES

algorithm. This means that the network has less energy

utilization, and it provides the total remaining energy is

high for OBES algorithm. It allows more users to com-

municate in the wireless sensor network.

From Fig. 6, it can be observed that relationship of

number of nodes versus packet drop rate is very low for

OBES algorithm with before and after attacker detection

compared to existing ODSA algorithm. This means that if

the network provides less packet loss, the reliability of the

network is improved. This implies that reliability of data

being transferred is high using OBES algorithm.

Figure 7 shows the packet delivery rate, and it is defined

as the ratio of successful packet delivered to the transmit-

ted. The proposed OBES algorithm provides high packet

delivery ratio in both the before and after attacker detection

models. This improves the overall network performance.

From Fig. 8, it can be observed that lifetime is high for

OBES algorithm even before and after the attacker detec-

tion models. This means that the network will have more

lifetime. Based on the energy level obtained in the network

model, network lifetime can be calculated. The proposed

OBES algorithm provides the high network lifetime.

Tables 1 and 2 show the comparison table with param-

eters versus number of nodes and simulation time,

respectively. By varying number of nodes, high through-

put, less drop rate and high packet delivery ratio are

achieved. By varying interval time, less energy consump-

tion, high remaining energy and high network lifetime are

achieved. This implies that lifetime of the network is high

using OBES algorithm. From the graphs, it can be observed

that the varying packet traffic is optimally learnt using the

proposed algorithm—optimized DoS (denial-of-service)

detection algorithm (Table 3).

5 Conclusion

This research work analyzed the performance of the pro-

posed optimized energy-based constraint DoS (denial-of-

service) detection algorithm, i.e., OBES algorithm with

three different modules such as bandwidth, energy and

attacker detection unit, and it is compared with the existing

off-loading denial-of-service attack detection with energy

constraint in WSN. This proposed work was implemented

by using network simulator. From the simulation results, it

can be observed that the proposed OBES algorithm is

efficient as it provides more available energy, less delay,

less packet loss and more lifetime for the network. The

proposed OBES algorithm achieves high network lifetime

in both before and after attack detection models. The

proposed OBES algorithm helps to achieve less energy

consumption, high security and high network lifetime in

wireless sensor network. The proposed algorithm can be

extended in future for understanding scalability of

encryption algorithms for handling attacks for large cate-

gory of users. The network can also be extended with

clustering by isolating the clusters and classifying the type

of attack.
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