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Abstract. The advent of wireless Ad-Hoc networks has seen an associated
emergence of group applications. In order to secure group applications and
prevent unauthorized users from accessing communication data that cannot be
protected by wireless Ad-Hoc networks and IP multicast alone, group com-
munication content needs to be encrypted by a shared group key. Key man-
agement is necessary to ensure the safety of this group key and to protect the
group communication. However, problems arise when group key management
schemes are applied to the wireless environment relates to three issues: per-
formance, security and network compatibility. In this paper, the focus is made
on UAV-MBN, a military network with a proposal to group key management
architecture for the UAV-MBN. In order to tackle two particular wireless group
key management problems, operational efficiency and multiple-membership
changes, a hybrid group key management approach - which operates within each
theatre of UAV-MBN is included. By performing micro-key management, this
approach can reduce the operational costs associated with key management and
improve the operational efficiency of wireless group key management.
A membership-oriented group key management scheme is concentrated to tackle
the performance problem of multiple-membership changes. This approach,
compared to traditional application-oriented group key management approaches,
offers more effective management of multiple-membership changes.
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1 Introduction

Group key management needs to identify a way to efficiently distribute keying mate-
rials to its group members and raise the operational efficiency, which is to be dealt with
high priority. This becomes more critical when a group key management approach is
applied in the wireless environment due to the resource limitations of both UAV-MBN
networks and mobile devices. Several group key management approaches [7—10] exists
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and are investigated. However, these encounter serious operational efficiency problems
when they are applied in the wireless theatre based architectures similar to that of
UAV-MBN. In this paper, a new wireless group key management approach named as
hybrid group key management (HGKM) is planned, to be implemented in UAV-MBN
network based on the proposed wireless group key management architecture. This new
group key management approach, HGKM for UAV-MBN is designed to address the
operational efficiency issues with the following assumptions:

¢ A small key management structure that enables micro-key management operations
to achieve efficiency for both the key controller and group members;

e A combination of centralized and decentralized key management approaches that
allows members to involve in key management in order to reduce the overhead for
the key controller during rekeying;

e A simple message delivery scheme that supports reliable transmission of rekeying
messages; and

e Key controllers that co-operate to facilitate rekeying during the handoff.

2 Existing Group Key Management Approaches

In the distributed group key management approaches such as Group Diffie-Hellman Key
Exchange [1, 6] and Tree-based DH Key Management [8—10], there is no explicit key
controller that manages the group key and supporting keys. The group key is generated
in such a way that each member contributes its own parts to calculate the shared group
key. A number of expensive exponential computations are required in the key gener-
ation, which cannot be afforded by mobile devices participating in the UAV-MBN.
Furthermore, in order to calculate the group key, each member needs to broadcast its
contribution within the group following a one-by-one transmission pattern, which is a
lengthy pattern for large groups. Distributed group key management [11, 12] approaches
consequently have a slow key converging speed during key generation. Two serious
performance issues namely the expensive computation requirement and the slow speed
of key generation prevents the distributed key management [13, 14] approaches from
being applied to the UAV-MBN network. The centralized group key management
schemes such as LKH [3—5] and OFT [2] also face operational efficiency problems when
they are deployed in the UAV-MBN network. In centralized group key management, all
group members are organized into a single hierarchical key tree. Due to operational
efficiency issues, distributed and centralized group key management approaches are not
suitable for application in the UAV-MBN network. A more efficient group key man-
agement approach is required for the UAV-MBN network.

3 Hybrid Group Key Management (HGKM)

Based on the analysis of various centralized group key management approaches, it has
become apparent that the reason for operational inefficiency in centralized approaches
is rooted in the organization of all group members in one single and large hierarchical
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structure. In order to minimize the rekeying impact on the group members and to
reduce the overhead of key management, micro-key management operations are pro-
posed to be performed on small management structures as theatres called as operation
units. An operation unit is a small fixed-sized key management structure. Each oper-
ation unit contains a hierarchical structure for the purpose of key management. Under
the HGKM approach, all group members within a theatre form a key management
group called theatre-key-management-group for the purpose of key distribution. The
theatre-key-management-group is composed of operation units. There are two types of
operation units in HGKM: leader unit and member unit.

The upper level, called the leader units level, is formed by leader unit(s). There are
two roles in the leader unit: leader and leadership candidate. Leader refers to a group
member in a leader unit who is designated as a leader of a member unit on the lower
level. The responsibility of the leader is to assist the theatre key controller (TKC) to
distribute the keying materials to the group members within its member unit. On the
other hand, leadership candidate refers to a member in a leader unit who has not been
assigned as a leader yet. Its responsibility is to work as a backup to the current leader.
When a leader leaves the group, a candidate can be designated as the new leader of the
affected member unit immediately. The purpose of having leadership candidates is to
reduce the operational cost of rekeying when the leader leaves the group.

3.1 Generation of Leader and Member Units

In the initial stage of HGKM, a TKC first creates the leader unit. After the TKC
completes the generation of leader unit(s), the TKC creates member units for the new
incoming group members and designates a member from the leader unit to be the leader
of the newly-generated member unit. During the generation of operation units, the TKC
continually monitors the changes in the ratio of leadership candidates.

The Join Operation

Based on the proposed wireless group key management architecture when a user joins a
group, the TKC needs to enforce backward secrecy to prevent the new joining member
from decrypting previous group data by updating the theatre traffic encryption key
(CTEK). Therefore, in HGKM, the join operation starts with the user sending the join
request to the group key controller (GKC) for authentication and authorization. In
addition, the incoming member also sends a request via Internet Group Management
Protocol (IGMP) to the TKC requesting group communication data from the base station.

user — GKC : {group join request}
user — TKC : {request for receiving the group communication data}

After receiving the join request, the GKC validates the user. If authentication is
successful, the GKC sends the new incoming member the group traffic encryption key
(GTEK) encrypted with a pair-wise key known only to the GKC and the user, while the
GKC informs the TKC that the user is authenticated and authorized.



96 R. Mahaveerakannan and C. Suresh Gnana Dhas

GKC — user : {kgrek tkorxe — user
GKC — TKC : {user is authenticated }

After receiving this control message from the GKC, the TKC contacts the new
joining member and invokes the join procedure. There are three steps to perform the
joint action in the theatre.

e Stepl: the TKC assigns the new joining member into an operation unit, where the
leader unit has priority over the member unit.

e Step 2: the TKC sends the new member a set of keys including the theatre traffic
encryption key (CTEK) and the supporting keys it is entitled to know.

e Step 3: the TKC invokes the join rekeying procedure to update the keys for the
remaining members of the theatre.

In HGKM, there are two types of join operations within the theatre: the joining
leader unit and the joining member unit. The TKC assigns the new member into an
operation unit according to the key management policy, where the leader unit is given
priority over the member unit. The purpose of doing this is to ensure there are enough
members working as leaders and leadership candidates in the leader units’ level for key
management because the responsibility of a leader is to assist the TKC to distribute
rekeying messages within its member unit.

The Joining Leader Unit

Once the TKC finds an available empty slot in the leader unit, the TKC assigns the
joining member into that slot. In order to ensure backward secrecy, the TKC needs to
generate new keys to replace the affected current keys. After sending the
newly-generated keys to the new member, the TKC invokes the rekeying procedure to
update the affected keys for the remaining group members. This rekeying process
follows the bottom-up procedure and is divided into two steps.

e Step 1: the TKC updates the keys for the directly-affected leader unit where the new
member resides. This rekeying procedure is the same as that in LKH.

e Step 2: the TKC multicasts a rekeying message in the theatre-key-management
group where all remaining members reside to update the CTEK for the group
members within the theatre.

In order to better illustrate the joining leader unit, we provide an example, shown in
Fig. 1, to further describe this rekeying procedure. In Fig. 1, when user 8 joins the
group, the TKC assigns user 8 into leader unit 2 as a leadership candidate. The TKC
generates the new keys (kirgx, kig, kig) to replace the current keys (kcrex, k7s, ksg) to
ensure backward secrecy. The TKC sends these new keys to user 8.

TKC — user8 : {kprpx, kyg, ksg ks

In this rekeying message, the total of A,,;, + 1 keys is encrypted by the TKC, where
hunie 1s the height of the key tree for the operation unit. After rekeying the new joining
user, the TKC invokes the rekeying procedure to update the keys for the remaining
group members within the theatre. Following the rekeying procedure, in step 1, the
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Leader unit level(leader-unit-group)

Leader Unit 1

Fig. 1. Logical structure of HGKM

TKC updates the affected keys in leader unit 2 where the new member, user 8, has been
assigned. The TKC generates two rekeying messages for user 7 and users 5 and 6
respectively to update the affected keys.

User 7 : {klg, kig}k7
User 5,6 : {kig}kse

Due to the small size of these rekeying messages, the TKC places them into a single
integrated rekeying message and multicasts it directly to the affected leader unit 2.

TKC — {leader unit 2}
: {for{user T} : {kbg, kig} k7, for {user 5,6 : {kig} kss}

When the members in leader unit 2 receive this integrated rekeying message, each
member can gain the latest keys from the corresponding section. In this step, the TKC
sends a single rekeying message and the number of keys encrypted is:

hum' hum’ +l
1+2+.........+hum~,:¥ (1)

where h,,;; is the height of the key tree for the operation unit.

After updating keys in leader unit 2, the TKC generates a rekeying message that
contains the latest theatre TEK (ki-rpy) encrypted by the current CTEK (kcrgk and
multicasts it within the theatre-key-management-group that accommodates all the
group members within the theatre.
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TKC = {theatre — key — management — group} : {kprpx Ykcrex

When the remaining group members receive this message, they can gain the new
CTEK for the future group communication. During the rekeying procedure of the
joining leader unit, it can be observed that the TKC sends 3 rekeying messages. One is
for the new joining member, one is for the directly-affected leader unit where the new
member resides and the last is for all remaining members. In these three rekeying
messages, the total number of keys encrypted by the TKC is

huni+1 huni+2
(httnlt+1)+(l+2++hunlt)+1:< i )2( ! )+1 (2)

where h,,; is the height of the key tree for the operation unit.

During the rekeying, the members in the directly-affected leader unit receive 2
rekeying messages; the first is the integrated message containing all the keying
materials for leader unit 2 while the other contains the new CTEK for all remaining
group members. The members outside the directly-affected leader unit only receive one
single rekeying message to update the CTEK.

The Joining Member Unit

If the TKC cannot find an available slot in the leader unit(s) for the new joining member,
then the incoming user is assigned to a member unit. The joining procedure is similar to
the joining leader unit. The TKC generates new keys to replace the affected current keys in
the directly-affected member unit and sends these new keys to the new joining user. After
this, the TKC invokes the rekeying procedure to update keys for the remaining group
members. Two steps similar to those performed for the joining leader unit are involved.

e Step 1: the TKC updates the keys for the directly-affected member unit where the
new joining member has been assigned. The TKC generates and multicasts an
integrated rekeying message which contains all the rekeying messages required by
the directly-affected members unit.

e Step 2: the TKC multicasts a rekeying message that contains the new CTEK
encrypted by the current CTEK to the theatre-key-management group to update
CTEK for all remaining group members.

Considering a scenario Fig. 2, when user 9 joins the group, the TKC assigns it into
member unit 2. The TKC generates the new keys (kirex, ko190, ko1,) and sends them to
new joining member, user 9.

TKC — user9 : {kergxs ko105 ko tho

In this rekeying message, it can be observed that the number of keys encrypted by
the TKC is hy,;; + 1, where h,,;; is the height of the key tree for the operation unit. After
rekeying user 9, the TKC invokes the rekeying procedure to update the keys for the
remaining group members. First, in step 1, the TKC updates the keys for the
directly-affected operation unit, member unit 2. The TKC refreshes the current keys for
users 10, 11, 12 and user 2, the leader of a member unit 2 by multicasting an integrated
rekeying message.
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Fig. 2. New user 9 joins the group

TKC — {member unit 2} : {for{user 10} : {k910', K912’} k10
for {user 11,12 : {kg, } k12 }
for {user 2 : {kg;,} ko}

After receiving this message, users 2, 10, 11, 12 can update their keys from the
corresponding section. For the purpose of reliable delivery, the leader of the member
unit 2, user 2, stores this rekeying message for a period of time until it receives new
keying materials from the TKC. In this process, the TKC sends just one rekeying
message and the number of keys encrypted by the TKC during this step is:

hunit(hum'l + 1)

(T+1424 ot hyy) = )

+1 (3)
where h,,;; is the height of the key tree for the operation unit.

After rekeying the directly-affected member unit, in step 2, the TKC multicasts a
rekeying message, which contains the new CTEK, kg, to the
theatre-key-management-group to update the CTEK for all remaining group members
within the theatre.

TKC = {theatre — key — management — group} : {kirex Yrcre

Three rekeying messages are sent by the TKC during the whole rekeying process.
One message is for the new joining group member, one is for the directly-affected
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member unit and the final message is for the remaining members. The number of keys
encrypted by the TKC is:

(hunit + 1)(hunit + 2)

(hum'[“l‘l)(l"'l+2+.........+hun[[)+l: 2

+2 @

where h,,;; is the height of the key tree for the operation unit.

During this rekeying, the leader and the members of the directly-affected member
unit receive two rekeying messages: the integrated rekeying message and a message
updating the CTEK for all remaining group members. The group members outside the
directly-affected member unit only receive one rekeying message updating the CTEK.

From Table 1, The number of messages sent by the TKC and the number of keys
encrypted by the TKC during the rekeying process in two different types of join
operations is given as; h,,;: the height of the key tree for operation unit in HGKM

Table 1. Joining a leader and member unit

Number of messages sent out by Number of keys encrypted by

TKC TKC
Joining leader unit |3 (i + l)z(hm, +2) 4
Joining member 3 Ut + D) (ranie £2) |

2

unit

4 Performance Analysis

Operational efficiency is the highest priority in any wireless group key management
scheme due to the resource limitations of both UAV-MBN networks and mobile
devices. A wireless group key management approach cannot be recognized as efficient
and practical if it cannot meet the requirements of operational efficiency. Therefore, in
this section, we analyse and evaluate the operational costs of key management in
HGKM to demonstrate that HGKM is an efficient and practical wireless group key
management approach suitable for deployment in the UAV-MBN network. In order to
evaluate the performance of HGKM, we set the centralized group key management
approaches LKH and OFT as the benchmarks. The reasons for selecting these as
benchmarks are: (i) LKH and OFT can be applied within the theatre; (ii)) LKH and OFT
also apply a hierarchical key structure to manage keying materials which are similar to
HGKM; and (iii) LKH and OFT are considered to be two of the most widely-used and
efficient group key management approaches because the operational costs of these are
O(log,n) where d is the degree of the key tree and n is the total number of group
members.
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4.1 Communication Cost

The theatre key controller (TKC) is the main key management entity in HGKM.
Consequently, the communication cost generally refers to the communication overhead
of the TKC during the rekeying procedure caused by the join and leave procedures. The
communication cost can be measured by the number of rekeying messages transmitted
by the TKC during rekeying. Without loss of generality, we apply a binary tree to build
the key management structure in HGKM, LKH, and OFT, as a binary tree is easy to
create, manage and maintain.

The Communication Cost of the Join Operation

In HGKM, there are two kinds of join actions: joining the member unit and joining the
leader unit. From Table 2, it can be observed that the communication cost of the join
action in LKH and OFT is proportional to the size of the whole group. Along with the
increased group size, the communication cost of the join procedure in LKH and OFT also
becomes larger. In contrast, the communication cost of the join procedure for the TKC in
HGKM is a constant value that is achieved by applying an integrated rekeying message
to contain all the rekeying information for the affected operation unit. In HGKM,
micro-key management is performed within a small fixed-sized operation unit. The
number and the size of rekeying messages sent to the affected operation unit are therefore
minimal. Because HGKM has the ability to place the rekeying messages into one single
integrated message, it can utilize the capacity of multicast transmission to improve the
throughput and efficiency of network transmission. We apply the theory of expectation
value to calculate the average communication cost of a join action in HGKM.

Table 2. The communication cost of the join action for TKC

Group key management | Communication cost
algorithm

HGKM | Join member unit | 3
Join Leader unit |3

LKH h+1
OFT h+1
COStwmmunicalion (]011’1) = COStjoining_leader_unit X Pjoining_leuder_unit (5)

+ COStjoining_member_unit x P Jjoining _member _unit

where Costioining_teader_unit ANd COStipining _member _unix are the communication costs of
joining leader unit and joining member unit respectively.

Pjoining_leader _unit and Pijoining_member _unit present the probability of jOining leader
unit and joining member unit correspondingly.

In HGKM, the probability of joining leader unit and joining member unit join are:

Mimembers _in_leader _units

Pjoining_leader _unit Ntotal __group __members

L . Mmembers__in__member _units

Pjoining _member _unit = n
total __group __members
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where  Muempers _in_leader _units 1S the number of members in the leader units,
Mmembers_in_member _units 15 the number of members in the member units and
Niotal_group_members 15 the total number of members in the whole group.

e The communication cost of the join action in HGKM is a constant value inde-
pendent of the size of the group;

e The communication cost of the join action in LKH and OFT is three to five times
higher than that of HGKM. Moreover, the communication cost of the join action in
LKH and OFT increases with the growth of the number of group members;

e The gap in the communication cost between HGKM and LKH and OFT becomes
increasingly wider as the group size increases.

These three features ensure that HGKM can achieve much better communication
efficiency in key management during the join procedure than the LKH and OFT
approaches.

4.2 Computation Cost

Computation cost is another important parameter that can be used to evaluate the opera-
tional efficiency of group key management. The task of encryption and decryption is the
heaviest work done by the TKC and group members during rekeying, making it an
appropriate criterion for assessment. For the TKC, this parameter can be measured by the
number of keys encrypted during the rekeying procedure. For group members, this
parameter can be approximately assessed by ascertaining the number of rekeying messages
received by members. During rekeying, every rekeying message is multicasted to all group
members to improve communication efficiency. Each member needs to process every
single received message to determine if it is the intended recipient. The computation cost for
the member is therefore directly related to the number of received messages. In the next two
sections, we analyse the computation costs of the join and leave operation respectively. We
set the costs of LKH and OFT as the benchmarks for the purpose of comparison.

The Computation Cost of the Join Operation

(i) The computation cost of the join operation for the TKC Table 3 summarizes the
computation cost of a single join operation in HGKM, LKH, and OFT, where the
formulas are from the Sect. 3.

Table 3. The computation cost of the join operation for TKC

Group key management | Computation cost of join action for
TKC
Leader unit Member unit
(hunie + 1) (huni +2) (it + 1) (Munie +2)
HGKM 3 +1 5 +2
LKH (h+1)2(h+2) 1
OFT 2h

hunie: the height of the key tree for operation unit in HGKM
h: the height of the group key tree in LKH and OFT
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In Table 3, it can be observed that the computation cost of the join action in HGKM
is proportional to the power of the height of the key tree for the operation unit,
20 (hynir)- This cost is independent of the size of the group members. Once the size of
the operation unit is determined, the computation cost of the join operation for HGKM
becomes a constant value. In contrast, in terms of LKH, the computation cost of the
join operation is proportional to the power of the height of the group key tree, O(h2),
while the computation cost of the join action for OFT is in ratio to the height of the
group key tree, O(h), which is due to the dependent key generation bypassing the old
key through a one-way function to obtain a new key.

In Sect. 3, we introduced two join scenarios in HGKM: joining leader unit and
joining member unit. Based on the theory of expectation value, for a single join action,
the average computation cost is:

Where pregder _unie (join) and ppemper _unic (join) are the probability of joining leader
unit and the probability of joining member unit respectively. In HGKM, the probability
of joining leader unit and joining member unit are:

L] Member __in__leader __units
Pleader __unit (,]Oln) = m

Pmember _unit (]Oln) =1~ Pleader __unit (]Oll’l)

where Aempers_in_leader_units 15 the number of members in the leader units and
Nyotal _group_members 18 the total number of member in the group. Therefore, the average
computation cost of the join action for HGKM can be simplified as follows:

Cos 1 -omputation (]Oli’l
1 ) ..
( wnit + 1) iy +2) + 1) X Pleader i (]Ol”l)

+1 +2 ..
+( it P ) +2) X Pmember__ unil(]Oln)
_ (humr+l umf+2) + 2 Nmember _in__leader __units
- 2

Ntotal __group __members

The comparison of computation cost of join for the TKC in HGKM, LKH, and
OFT is shown in Fig. 3. In this example, we assume that the size of the operation unit is
32.

In Fig. 3, three features of the computation cost of the join action for the TKC can
be observed.

¢ Due to the application of dependent key generation, the computation cost of the join
action for the TKC in OFT is low and proportional to the height of the group key
tree, O(h).

e HKGM can achieve the same level efficiency as that of OFT because there keying
process is confined within the small-sized operation unit. The computation cost of
the join action for HGKM is insensitive to increasing group size. Despite the growth
in the number of group members, the computation cost of the join operation for
HGKM is little changed. The reason for this is the application of micro-key man-
agement within the scope of the operation unit;
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Fig. 3. The computation cost of the join action for the TKC

e LKH has the highest computation cost of the three approaches, with a computation
cost of the join action two to six times higher than that of HGKM.

Moreover, the computation cost of the join action for LKH increases logarithmi-
cally as the group grows. The gap in the computation cost between LKH and HGKM
consequently becomes increasingly wider. In conclusion, HGKM has an advantage
over LKH in the computation cost of the join action, with the cost being similar to that
of OFT. Moreover, the advantage increases with the growth of the group size.

(i) The computation cost of the join operation for members For group members, the
computation cost can be measured by the number of received rekeying messages.
As discussed in Sect. 3, in the centralized group key management approaches,
each rekeying message is multi-casted to the whole group. Furthermore, due to the
small number and size of these rekeying messages, they can be placed into an
integrated message for more efficient transmission. As a result of this transmis-
sion, members in the directly-affected operation unit only need to process this
integrated message to find the relevant information. For the purpose of compar-
ison, in HGKM, we assume that the computation cost of the join action for the
members in the directly-affected operation unit is the number of rekeying mes-
sages contained in the integrated package. Table 4 summarizes the computation
cost of the join action for members in HGKM, LKH, and OFT, where the formula
is from the previous Sect. 3.

Figure 4, illustrates the computation cost of join on the members’ side for HGKM,
LKH, and OFT. In this example, we suppose that the size of the operation unit is 32.
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Fig. 4. The computation cost of the join action for members

Table 4. The computation cost of the join operation for group members

Group key Joining leader unit Joining member unit

management Members of Members Members of Members outside

algorithm the directly outside the the directly the
affected directly - affected directly-affected
operation unit affected operation unit operation unit

operation unit

HGKM | 1 Punir + 1 1

LKH H

OFT H

hunie: the height of the key tree for operation unit in HGKM
h: the height of the group key tree, which equals 2 log n, n is the total number of group
members.

From Table 4, it can be observed that the computation cost of join for the members
in the directly-affected operation unit is proportional to the height of the key tree for the
operation unit in both join scenarios. In contrast, the computation cost of the join action
for LKH, and OFT equals the height of the group key tree. Compared to the size of the
key the tree for LKH, and OFT, HGKM has small operation units. HGKM conse-
quently has better computation efficiency than LKH and OFT. In addition, the most
important improvement in the computation cost for HGKM is that the computation cost
of the join action for group members outside the directly-affected operation unit is just
one. This achievement minimizes the impact of rekeying on the remaining members
and drastically improves the computation efficiency for members.

From Table 5, it is observed that the computation cost of the join action for the
members in the directly-affected operation unit in HGKM is a constant value and
independent of the group size. The reason for this is that the height of the key tree for
the operation unit is determined by the size of an operation unit.
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Table 5. The operation cost for HGKM

HGKM Operation Cost

Communication | Join(TKC) | 3

Computation Join W 42— W
(TKC) total__group _members
Join Members in the directly —affected operation unit: /,,; + 1
(member) | Members outside the directly —affected operation unit:1

hynie: height of key tree for the operation unit in HGKM
Mmember_in_leader_units: total number of members in leader units
Ntotal _group_members: total number of members in HGKM

5 Conclusion

In order to tackle the problems of operational efficiency in wireless group key man-
agement, we have proposed a novel group key management approach: hybrid group
key management (HGKM) in this chapter. This approach is specifically designed for
the UAV-MBN network. The major contribution of HGKM is that HGKM performs
micro-key management within a small area known as an operation unit. In HGKM,
group members are organized into a number of operation units for the purpose of key
management. Based on these operation units, micro-key management is performed.
The features that allow HGKM to achieve operational efficiency can be summarized as
follows: (1) key management can be restricted within the small scope of the operation
unit to reduce operational costs from the perspectives of communication, computation
and key storage; (2) HGKM combines the features of centralized and distributed key
management approaches to allow members to involve in the key management in order
to reduce the operational cost of the TKC during the rekeying process; and (3) HGKM
has a simple and built-in reliable message delivery scheme based on the operation unit
to provide reliable transmission of keying materials. Based on the analysis, evaluation,
and comparison presented in this chapter, we conclude that HGKM can improve
operational performance from the perspectives of communication, computation and key
storage. HGKM offers an efficient and practical wireless group key management
approach for the UAV-MBN network.
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