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Abstract
Awireless sensor networks encompasses battery powered sensor nodes with extremely limited processing capabilities. One of
the major challenges inWSN is to overcome the attacks like Sinkhole,Wormhole and Sybil, Dos attacks, Selective forwarding
etc. which reduces the performance of the network, since the Cryptographic techniques are not much effective in solving this
problem. So in order to protect wireless sensor networks from attacks and to perform improvement in some of the aspects we
have implemented a low overhead trust aware routing with energy efficient network protocol. This protocol is designed by
incorporating the trust aware routing frame work with adaptive periodic threshold sensitive energy efficient network protocol.
By minimizing the attacks, the network provides a better QOS with trustworthy and energy efficient route which leads to
increase the network life time.
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1 Introduction

Wireless sensor network consists of spatially distributed
sovereign sensors to monitor various conditions like phys-
ical and environmental factors in the field. WSN is mostly
used in military, industrial and consumer applications and in
health monitoring machines. Typically in aWSN application
there are two types of nodes: source node—the node which
actually senses and collect the data and sink node—the node
to which the collected data is to be sent and both of these
nodes are responsible for self-organization of an appropriate
network infrastructure. The sinks can be the part of the net-
work or outside the wireless sensor network. In most of the
applications the sink node does not concern itself with the
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identification of source nodes but only about the collected
data except in situations where it is required to authenticate
the source. According to [1] this paper focuses on design of
TARF, a robust routing framework for WSNs, to secure mul-
tihop routing in dynamic WSNs against harmful attackers a
busing the replay of routing information. With the knowl-
edge of trust management, TARF empowers a node to keep
track of the trust worthiness of its neighbor to select a reli-
able route. TARF protects the WSNs by rerunning routing
information as it does not require synchronization of time
or geographic information. The pliability and scalability of
TARF are verified through both extensive simulation and
empirical estimation with large-scale WSNs, the evaluation
involves static and mobile settings, hostile network condi-
tions, and strong attacks like Wormhole, Sink hole and Sybil
attacks. WSNs [2] are mainly suited for applications to mili-
tary surveillance and forest fire monitoring which comprises
battery-powered sensor nodes that send messages to a base
station via a multihop path whose routing ofWSNs regularly
becomes the target of malicious attacks and may damage
nodes physically, create traffic collision, omit or misdirect
messages in routes, or jam the communication channel by
creating radio interference [3].

According to [4], ad hoc networks have been emerged in
many forms with the rapid development in wireless technol-
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ogy. These networks are most suited for military and selected
commercial applications. However, security of the network
is a major concern. Ad hoc networks are susceptible to the
infrastructure absence, wireless links between nodes, limited
physical Protection, and the Lack of a centralized monitor-
ing or management, and the resource constraints. During the
process of wormhole attack a malicious node captures pack-
ets from one location and channels them to another node at
a distant point, which echoes them locally. The tunnels can
be a wired link or a packet encapsulation. From an attacker’s
perspective, this paper analyzes the different attack modes in
detail and suggests complexwormhole attacks to improve the
regular wormhole attacks. This paper [5] explores in depth of
themost severe attacks against the sinkhole attack, and accen-
tuate on strategies that an attacker can follow to successfully
launch such an attack. Then it proposes explicit detection
rules which can make legitimate nodes become aware of the
threat, while the attack is still taking place demonstrating the
attack and present some executional details that highlight the
effort that an attacker would need to put in order to break into
a realistic sensor network.

In sinkhole attacks, amalicious node is prerogative itself to
be a base station through replaying all the packets from a real
base station [5]. Such a fake base station could decoy more
than half the traffic which in turn creates a black hole. The
same technique is used in another robust form of attack called
Sybil attack [6] where an attacker present multiple identities
to the network done through replaying the routing informa-
tion of multiple legitimate nodes. An effective node can also
be able to launch these attacks. The harmfulness of such
malicious attacks is further provoked by introducingmobility
into WSNs and the hostile network conditions. Nevertheless
mobility is introduced into WSNs for efficient data collec-
tion and various other applications [7–10] it greatly increases
the chance of interaction between the honest nodes and the
attackers. In addition to that, a meager network connection
causes much striving in differentiate between an attacker
and an honest node with transient failure. Surprisingly, the
existing routing protocols for WSNs an emphasis on energy
efficiency [11], and attempt to dismiss unauthorized partic-
ipation by encrypting data and authenticating packets. Such
encryption and authentication schemes for wireless sensor
networks were included in [12–15]. It is utmost important to
contemplate proficient energy use for battery-powered sensor
nodes and the heftiness of routing under topological changes
as well as common faults in a wild milieu. Yet, it is precari-
ous to incorporate security as an important goal by replaying
routing information evenwith perfect encryption and authen-
tication, a malicious node can be still able to partake in the
network using another valid node’s identity. The routing pro-
tocols gossiping-based bid convinced protection against the
attackers by the selection of random neighbors to forward
packets [16], but at a price of ample overhead in propagation

time and energy use. Along with the cryptographic meth-
ods, trust and reputation management has been employed in
generic adhoc networks and WSNs to safe and secured rout-
ing protocols. Principally, such a system assigns each node
a trust value according to its performance in the past rout-
ing. At that juncture, such a trust value will help in decide a
secure and efficient route. Still, the proposed trust and reputa-
tion management systems for generic ad hoc networks target
only on hardware platforms like laptops and smart phones
[17–20].

In order to protectWSNs from the harmful attacks exploit-
ing the replay of routing information, we have designed and
implemented a robust trust-aware routing framework, TARF,
to secure routing solutions in wireless sensor networks.
The effectiveness of TARF is verified on large-scale WSN
through extensive evaluation with simulation and empirical
experiments. Finally, we have implemented a ready-to-use
TARF module with low.

Overhead, which as demonstrated can be integrated into
existing routing protocols with ease; the demonstration of a
proof of-concept mobile target detection program indicates
the potential of TARF in WSN applications.

2 Routing protocols inWSN

Figure 1 represents the Routing protocols for WSNs include
Data-centric Protocols, Hierarchical protocols, and Location
Based Protocols.

2.1 Data centric protocol

In this Flooding and Gossiping routings are used. In data-
centric protocol both the SPIN and directed diffusion—the
congregated data are used to query the data. Sensor Proto-
cols for Information via Negotiation (SPIN) use a naming
scheme to define the collected data. Conversely, the mobil-
ity of nodes will challenge the speed and adaptability of the
SPIN model. In directed diffusion, the sink requests the data
from the sensor nodes by communicating the request mes-
sage. But the problem arises in data-centric approach is that
it is best suited for static nodes than with mobile nodes.

2.2 Hierarchical protocol or cluster-based protocol

In wireless sensor network, a collection of sensor nodes into
a cluster is well-known as clustering. A cluster head may be
selected from the group of the cluster which in turn collects
the information from the nodes within the cluster and send
this information to the base station (destination). Clustering
can be used as energy-efficient communication protocol. The
main aim of clustering is to minimize the total transmission
power aggregated over the nodes in the selected path and
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Fig. 1 Routing protocols in
WSN Routing Protocols for Wireless Sensor Networks

Data-Centric 
Protocols
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Flooding and Gossiping Sensor 
Protocols for information via 
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Rumor Routing Gradient-Based 
Routing Constrained Anisotropic 
Diffusion Routing Constrained 
Anisotropic Diffusion Routing 
(CADR) Active Query forwarding 
in sensor network (ACQuery)

Low Energy Adaptive
Clustering Hierarchy 
(LEACH) Power efficient 
Gathering in sensor 
Information Systems 
(PEGASIS) Threshold 
sensitive Energy Efficient 
Sensor Network Protocol 
(TEEN) Adaptive Threshold 
Sensitive Energy Efficient 
sensor Network Protocol 
(APTEEN) 

Minimum Energy 
Communication Network 
(MECN) Small 
Minimum Energy 
Communication Network 
(SMECN) Geographic 
and Energy Aware 
Routing (GEAR)

to balance the load between the nodes for extending the net-
work lifetime. LEACH, TEEN, APTEEN, and PEGASIS are
few examples of cluster-based protocols where the nodes are
grouped and the highly energy consuming node is elected as a
cluster head (CH). The cluster head is used to amass the data
to the other nodes in its cluster. By using the shortest path
algorithm the packets are transmitted from the source node
to destination nodes and are easy for managing the routes.
These protocols are not suited for time critical applications
as it takes more time to compute the cluster heads.

2.3 Location based protocol

Location information is used to perform the energy efficient
routing. In order to select the protocol the specific require-
ments have to be taken into considerations.MECN, SMECN,
GEAR are some of the location based protocols. The multi
hop routing in WSNs provide little protection against iden-
tity deception through replaying routing information because
it uses multiple intermediate nodes to reach the destination.
The multi hop routing of WSNs often becomes the target of
malicious attacks. To protect WSN against harmful attacks
efficient routing protocols have been used. The ultimate aim
of the proposed work is to minimize the energy consumption
and to improve the security. Ad hoc on-demand distance vec-
tor (AODV) routing protocol has been designed to provide
secure routing information. In the proposed work AODV is
used to make sensor nodes and base station communicate
with each other. The random number of keys is generated
for encrypting and decrypting the routing information. After
generating the keys, the pool of keys has to be distributed
using different key management schemes.

Reactive protocol is identified as on-demand protocols as
it creates routes only whenever these routes are in request.
When a source node requires a route to a destination, it
inductees a route discovery process within the network and
this process will be completed once a route is found or all

the possible route permutations have been examined. After
that there is a route maintenance procedure to keep track of
the valid routes and to eliminate the invalid routes. The most
important reactive routing protocol is AODVwhich is an on-
demand and distance vector routing protocol, meaning that
a route is established by AODV from a destination only on
demand.AODV is capable of both unicast andmulticast rout-
ing. It keeps these routes as long as they are desirable by the
sources capable of both unicast and multi cast routing. The
AODV protocol is composed of the twomain mechanisms of
route discovery and routemaintenancewhich involves theuse
of route request (RREQ), route reply (RREP) and route error
(RERR) messages. A RREQ message is broadcasted when
a node needs to discover a route to a destination. Whenever
a RREQ reaches the destination node, the destination route
is made obtainable by unicasting a RREP back to the source
route and the RERR messages is broadcasted for the broken
links.

The next step in the proposed work is generation of keys
for the sensor nodes and trusted managers. Initially random
number of keys are generated and kept in a key pool. The keys
generated by using hash function are used for encryption and
decryption process involving the use of blowfish algorithm
and the keys are distributed to the sensor nodes and trusted
manager using different key pre-distribution schemes.

Globalmobile information system simulator (GloMoSim)
is a scalable simulation library for wireless network systems
built using the PARSEC simulation environment (Figs. 2, 3,
4).

Parallel simulation environment for complex systems
(PARSEC) is aC-based simulation language used for sequen-
tial and parallel execution of discrete-event simulation mod-
els.

Operating System : Windows XP
Simulator Tool : GloMoSim
Language : C and JAVA
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Fig. 2 GloMoSim simulation for routing between nodes

Fig. 3 Simulation showing communication of sink and other nodes

Development Kit : JDK 1.7
Platform : Independent
The wireless sensor networks (WSNs) requires the need

of routing protocols and key generation techniques where
energy saving and security is a critical issue. To increase the
energy efficiency and extend the life time of sensor node,
new and efficient energy schemes must be developed. In
the proposed scheme, AODV routing protocol is used for
communication between the nodes. In this protocol, key
generation using hash function is employed. Several trust
managers are used to provide security and it also reduces the
energywastage by avoidingmulti hop routingwhere the trust
manager acts as the cluster head. The span of wireless sen-
sor networks is prolonged by the use of cluster location and
balancing of the network loadings. In this study a cluster-
based key management method is proposed that can set a
shared key faster and more security using a multiple-key
ring assigned to each. This key management method con-
cluded that it can work more energy-efficiently even though
the nodes are mobile or new nodes have been inserted. Secu-
rity analyses indicate that the proposed schemes establish a
secure communication with the mobile sink.

3 TARF and TAREEN

In the existing network system, when a file is being sent from
base station in such a situation hackers provoked network
conditions. The traditional cryptographic techniques effort

Fig. 4 Simulation showing generated random number of keys

does not discourse the severity of the problems. At that time
the file could be exaggerated by the hackers leading to the
damage of the network. An attacker may fiddle nodes phys-
ically, create traffic collisions, drop out or misdirecting the
messages in the routes, or jam the communication channel
by creating radio interference.

4 Design consideration of TARF

Trust and reputation management has been employed in
Wireless Sensor Network along with cryptographic meth-
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Fig. 5 Each node selects a next-hop node based on its neighborhood
table, and broadcast its energy costwithin its neighborhood. Tomaintain
this neighborhood table, EnergyWatcher andTrustManager on the node
keep track of related events (on the left) to record the energy cost and
the trust level values of its neighbors

ods for the security of routing protocols. After analyzing the
past performance of each node the system of trust and reputa-
tion management assigns a trust value according to it. TARF
run on cluster headers only which in turn communicates with
other nodes.

In case ofTARFEnergywatcher andTrustmanager are the
two important aspects (Fig. 5). Energywatcher is responsible
for recording energy cost value of one-hop transmission to
reach its neighbors whereas Trust manager is responsible for
tracking the trust values of neighbors and the broadcasted
messages from the base station.

4.1 TARF with CTP

Although TARF a complete independent routing protocol,
it consents the existing protocol to incorporate TARF with
least effort and thus makes the protocol to work efficiently.
To demonstrate this we incorporated TARF into a collection
tree protocol (CTP) which is based on link quality estimation
to choose the next node whose main goal is to provide any
cast communication.

4.2 TARF with APTEEN (TAREEN)

In the proposed system, trust aware routing with energy effi-
cient networks (TAREEN) focuses on the kind of attacks
in which antagonists lead astray network traffic by identity
deception with the help of replaying routing information.
Based on identity deception the adversary (antagonist) is
capable of launching harmful and hard to detect attacks
against selective forwarding, wormhole, sinkhole and sybil
attacks.

4.3 Routing the network

In this module, the networks embedded on the physical
fiber topology. However, assessing the performance relia-

BS

BS- BASE STATION

-TRUST MANAGER

-NODES  

Fig. 6 Hierarchical tree structure-based on the broadcasting range

bility achieved independent logical links can share the same
physical link, which can lead to correlated failures.

Mainly, we focus on assessing the reliability of energy
level and trusted network. Figure 6 represents the hierarchical
tree structure based on the broadcasting range.

4.4 Transfer file

In this module, the shortest path algorithm independently
routes each logical link on a physical path with the least
number of hops in trusted network basis. The probability of
failure of path isminimizedwhen it is routed over the shortest
path since we assume that every physical link fails with the
same probability. Hence, under the shortest path algorithm,
each light- path ravenously takes the most reliable route and
transfers the file in secured manner.

4.5 Attacks

Attacks are nothing but the prevention of the base station
from obtaining complete and correct sensing data, partic-
ularly severe for wireless sensor networks. Most secure or
topographical based routing protocols resist to the sinkhole
attacks up to a certain level. The Set of sensor nodes unremit-
tingly monitor their surroundings forward the sensing data
to a sink node, or base station. An intruder attracts surround-
ing nodes with unfaithful routing information alters the data
passing through it or performs selective forwarding. Many-
to-one communications are vulnerable to the sinkhole attack,
selective forwarding, wormhole attacks, and sybil attacks.

4.6 Detecting attacks

In most cases it is difficult to identify an attacker who is par-
ticipating in the network using an id “stolen” from another
legal node. For example, it is extremely tough to detect a few
attackers colluding to launch a combinedwormhole and sink-
hole attack. In addition the Trust Manager encourages a node
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to choose another route when its current route continuously
fails to deliver data to the base station. Our evaluation results
indicate that the strategy of switching to a new route without
identifying the attacker actually significantly improves the
network performance, even with the existence of wormhole
and sinkhole attacks.

4.7 Encryption

Adifferent enhanced scheme has to be introduced to improve
the lifetime of the wireless sensor network by reducing the
energy consumption and also to improve the security. These
factors can be fulfilled by developing an energy efficient and
trust aware routing protocol. This approach involves the use
of level-by-level trust manager.

Here the nodes are grouped based on the energy level. By
monitoring the nodes in particular area, the node with high-
est energy level is assigned as the cluster head and that node
acts as the trust manager. The energy level of each node is
computed based on its transmission range. For introducing
level-by-level trust manager more trust managers are needed.
The trustmanager count depends and differs by the number of
nodes involved, group size and node placement. After estab-
lishing level-by-level trust manager, security is enforced by
using two different keymanagement schemes. (i) Polynomial
pool based key pre-distribution scheme and (ii) Q-composite
scheme. There are two types of keys used in this paper: com-
mon keys and pair-wise keys.

The common keys are shared by the trust managers to
communicate with the other trust manager and the pair-wise
keys are used for communication between the nodes and the
trust manager. In polynomial pool-based key pre-distribution
scheme, each sensor node randomly selects vpolynomials
from a global pool of w polynomials. Any pair of neighbor-
ing nodes can calculate a direct pair-wise key if they share the
same polynomial. The Q-composite scheme is used to avoid
node compromise. The keys are generated using hash func-
tion which provides hexadecimal values and they are stored
in a key pool. The keys are then distributed to the nodes and
the trust manager.

In this paper, we propose an efficient and secured key gen-
eration technique for homogeneous WSNs. One way hash
function to generate different keys for different sessions and
multi path key reinforcement to update the initial genera-
tion key and the number of times the hash function will
iterate. Although this scheme adds some more communi-
cation and computational overhead, the WSN is more secure
and resilient to several attacks.

We introduced new protocol developed for hybrid net-
works, called adaptive periodic threshold sensitive energy
efficient network (APTEEN) protocol which is incorporated
into TARF (Fig. 7).

Fig. 7 Timeline for APTEEN

Table 1 Simulation parameters

Simulation time 39.6 µs

Topology size 700 m × 700 m

Number of nodes 03

MAC type MAC 802.11

Radio propagation model Free space model

Radio propagation range 250 m

Pause time 0 s

Max speed 4–24 m/s

Initial energy 100 J

Transmit power 0.4 W

Receive power 0.3 W

Traffic type CBR

CBR rate 512 bytes × 6 per second

Number of connections 01

In APTEEN once the CH is decided it first broadcasts the
following parameters: attributes. In these parameters the data
are transmitted based on the threshold values. This parameter
consists of a hard threshold (HT), soft threshold values (ST)
and count time (CT) (Table 1).

HT is a particular value of an attribute where a node can
trigger to transmit data. ST is a small change in the value
of an attribute which can trigger a node to transmit data
again. These parameters are sent to the other sensor nodes
in the cluster by the respective cluster heads (CHs). When
the sensed data value is greater than the HT, the data is
transmitted only when there is a change in that value. Each
sensor node in the cluster is given a time slot using a mod-
ified TDMA schedule for transmission as shown in Fig. 4.
When a sensor node does not transmit data for a time period
equal to the CT, it is forced to sense again and re-transmit the
data. The APTEEN with TARF is efficient in periodic data
transmission and these protocols are suitable for both static
and mobile environment.

5 Simulation and results

Simulation is carried out in NS2 for analyzing the route life-
time algorithm the following table shows that the important
parameters chosen for the NS2 simulation.
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Fig. 9 Throughput (TAREEN)
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Fig. 10 Collision (CTP with TARF)

The simulation is performed in NS 2 for various parame-
ters like throughput, collision, energy consumption. From the
simulated result it is shown that the performance of TAREEN
is high when compared to CTP with TARF. The simulation
output is shown by the graph in Figs. 8, 9, 10, 11, 12 and
13. Figures 8 and 9 shows the throughput with TARF and
TAREEN, it is evident that even for increased nodes the
throughput is maximum and goes on increasing. Figures 10
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Fig. 11 Collision (TAREEN)
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Fig. 12 Energy consumption (CTP with TARF)
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Fig. 13 Energy consumption (TAREEN)

and 11 shows the collision with TARF and TAREEN simi-
larly Figures 12 and 13 shows the energy consumption.

6 Conclusion

The WSN acquires various security attacks, hence to mini-
mize the attack; TARF is incorporated into collection tree
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protocol. But it minimizes only the sinkhole and worm-
hole attacks and aims only to improve energy efficiency and
throughput and it does not include attacks such as selective
forwarding and DOS attack and also parameters such as net-
work lifetime and load balance.

But the APTEEN focus on trustworthiness and energy
efficiency, this plays vital role in WSN for a hostile envi-
ronment. It also concentrate in detection of attacks like
sinkhole, wormhole attacks, sybil, selective forwarding and
DOS attacks and the performance of the network such as
latency, load balance are also evaluated. From this evaluation
we concluded that the TAREEN produces a better perfor-
mance in throughput, packet delivery ratio and also it gives
a better network lifetime than the CTP incorporated with
TARF. It is also efficient in trust aware periodic data trans-
mission and suitable for both static and mobile environment
where the CTP incorporated with TARF is suitable only for
static environment .
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